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Preface

MoodleMoot Japan 2025, hosted by the Moodle Association of Japan, was held from
Thursday, February 27, 2025 to Saturday, March 1, 2025. The conference was held at Kyoto
Research Park. We hope that this collection of papers will not only lead to further sharing of the
published content but will also be of use to many people who were unable to participate.

The ISSN (International Standard Serial Number), which is shown at the bottom of the top
page, is assigned by the Japan National Diet Library so that the papers published can be cited by
the ISSN and people can utilize their publications as their research career.

This year we had four refereed papers and three non-refereed papers. | hope the participants
of Moot will utilize and contribute to the proceedings more.

Finally, I would like to share my appreciation for the referees' effort.
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Supporting Active Learning with H5P Interactive Videos and
Flipped Learning on Moodle

BRENDAN VAN DEUSEN'?

This study explores the integration of H5P interactive videos within a flipped classroom model to support active
learning in an English as a Foreign Language (EFL) course at a Japanese university. Using Moodle as the learning
management system, students accessed short instructional videos embedded with interactive elements such as
quizzes and prompts prior to in-class sessions. The goals of the study were two-fold: to explore students'
perceptions of the experience and gain insight into how H5P videos can be used to support active learning.
Quantitative data from activity completion logs and a post-course questionnaire, along with qualitative feedback,
suggest that most students responded positively to the format. Results also indicate that the videos deepened
learning and enhanced active learning opportunities in the classroom. However, some students did not complete
all videos, highlighting the need for accountability structures such as conditional access settings. This paper
discusses the pedagogical implications of combining H5P with flipped instruction and offers practical

recommendations for instructors aiming to incorporate interactive video tools into their language classrooms.
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1. Introduction

Moodle is one of the most widely used learning
management systems (LMS) in higher education, and it
comes with built-in support for H5P, an open-source tool

that lets teachers create interactive content like quizzes,

T1 Saga University
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drag-and-drop activities, and videos. One of the most
useful features of H5P is the interactive video, which
allows instructors to embed questions, prompts, and
notes directly into videos. This turns a regular video into
something more active, helping students stay engaged

and giving them opportunities to check their
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understanding as they watch. The tool is easy to use, even
for instructors without a strong technical background, and
it offers a practical way to bring more active learning into
classes that use Moodle and/or a flipped classroom
approach.

This study investigates the use of H5P interactive videos
as a basis for implementing a flipped classroom approach
with a class of university students studying English as a
Foreign Language. Specifically, the goals of the study
were two-fold: (1) to explore students’ perceptions of H5P
interactive videos in a flipped classroom model, and (2) to
examine how these videos can be used to support active
learning in EFL contexts. By using H5P videos as part of
the flipped learning model, this study looks at both
student behavior (whether they watched the videos) and
their opinions (how useful and engaging they found the
experience). The goal is to get a better sense of how H5P
interactive videos might support active learning in EFL
classrooms, especially in Japanese university settings,
and to offer some practical ideas for teachers looking to

make their flipped courses more effective.

2. Background

2.1 H5P

H5P is a free, open-source tool that lets educators create
interactive content to use in online courses. The name
stands for “HTML5 Package.” It works inside Moodle and
other learning management systems, so instructors can
create activities such as quizzes, timelines, flashcards, or
interactive videos directly on the course page (H5Porg,
n.d.-a). The platform was designed to be easy to use.
Teachers without technical experience choose the content
type, fill in the fields, and publish.
One of the most useful features is the interactive video.
This allows teachers to take a regular video and embed
interactive elements such as multiple-choice or true/false
questions, pop-up text, links, or even navigation buttons
that jump to different parts of the video. These features
can be added directly on the timeline, so learners are
prompted to stop, answer a question, or read a note
before continuing (H5Porg, n.d.-b). The tool also includes
options like a built-in summary or a submit screen at the
end of the video, which can give students feedback or help

them review what they’ve learned.
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Creating interactive video content in H5P is
straightforward. Teachers upload a video or link to
YouTube, then use H5P’s editor to drag and drop
interactions where they want them to appear. You can add
hints, set scoring, and give feedback—all without leaving
the LMS. H5P videos work across devices, so students
can access them on phones or tablets. When used with
Moodle, teachers can also track whether students have
completed the video activity. This makes it a good option
for flipped or blended learning, in which students are

required to engage with content outside of class.

2.2 Moodle and H5P

Moodle's native integration of H5P has made it easier for
teachers to create interactive content without needing
advanced technical skills. The interactive video content,
when used in Moodle-based environments, has been
shown to boost student engagement, satisfaction, and
perceived learning outcomes. For example, Mir et al.
(2021) evaluated student satisfaction, and found that the
level of interactivity strongly influenced students'
perceived effectiveness of the video content. Their
findings suggest that interactive videos do more than
simply transfer information. Rather, they impact learning
behaviors and attitudes by allowing learners to pause,
respond, and reflect mid-video.

In another study, Rahmi et al. (2024) provide a detailed
framework for implementing H5P within a Moodle-based
blended learning curriculum. Their study demonstrates
how H5P can serve as the core content-delivery
mechanism in such a model by offering students self-
paced online tasks combined with collaborative and face-
to-face classroom sessions. In their implementation,
students accessed a series of nine interactive videos
containing multiple-choice questions, fill-in-the-blanks,
and drag-and-drop elements. The data revealed a positive
correlation between student engagement with H5P
content and their performance in course assignments. It
suggests that active participation with H5P materials
benefited both learning and motivation. Moreover, Rahmi
et al. (2024) noted that students appreciated the
multimodal nature of the H5P content. The ability to
visualize information, hear it, and engage with it actively
created a more immersive learning experience.

While there is a growing body of research on the use of

H5P and Moodle in blended and online learning, there is
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still a notable lack of research on the use of H5P
interactive videos specifically within flipped classroom
models in English as a Foreign Language (EFL) education.
This gap highlights the need for further study on how
interactive video tools like H5P can support language
learning in pre-class activities and contribute to student

engagement and preparedness in EFL contexts.

2.3 Flipped learning

The flipped classroom is a teaching approach that moves
direct instruction out of the classroom and into the pre-
class phase, usually through video lectures or other self-
study materials. Instead of spending class time explaining
new content, teachers ask students to study important
information or concepts on their own before class. Then,
class time is used for more interactive tasks, such as
discussion, group work, or projects that apply what
students have already learned (Tucker, 2012).
The main idea is to use class time more effectively. By
flipping the traditional model, students come to class
already familiar with the core concepts, and the teacher
can focus on clarifying misunderstandings, answering
questions, and helping students achieve a deeper
understanding of the topic. It also allows more time for
collaboration, which tends to increase student
engagement and motivation. While it can take some
getting used to for both teachers and students, studies
have shown that students often ask better questions and
participate more actively once they adjust to the format
(Tucker, 2012).
There is no single way to do a flipped classroom. Teachers
can adapt the model to fit their own teaching style and
student needs. For example, some teachers might use
short instructional videos paired with follow-up quizzes or
note checks, while others might assign readings or other
types of pre-class content. The key point is that the pre-
class work is meaningful and clearly connected to
opportunities for active learning in class.

In EFL settings, the flipped classroom has been shown to
be effective because it shifts the focus away from passive
listening and gives students more time for production,
active learning and receiving feedback (Chen Hsieh, Wu,
& Marek, 2017). This is especially important in classrooms
where contact hours are limited and opportunities to use
English outside class are few. By having students engage

with basic content before class, instructors can use class
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time for communication-based activities that build

fluency and confidence.

3. Methodology

3.1 Educational Context

This study was conducted in a first-year English as a
Foreign Language class at a national university in Japan.
A total of 29 students (18 female and 11 male) with
approximately CEFR B1 level were enrolled. Students
were from five majors (Agriculture, Art and Regional
Design, Economics, Education, and Science and
Engineering) and were enrolled in English as a minor, for
which this course was required. Admission to the minor is
by application and based on the results of an English
placement test.

The focus of the course was learning English from
authentic news sources to develop language, world
knowledge, and critical thinking skills.

The semester consisted of 15 90-minute lessons
conducted weekly. The first seven weeks of the semester
focused on analyzing and understanding the format of
news articles. In order to help students gain familiarity
with the specific genre and formatting conventions of
news articles, a flipped classroom approach was adopted.
During the first seven weeks, five videos were assigned

for homework covering the following topics:

e Week 1: Course orientation (no video)

e Week 2: Basic format of news articles (video)

e Week 3: Reporting expressions in news articles
(video)

o Week 4: Stakeholders in news articles (video)

e Week 5: Background information in news articles
(video)

e Week 6: Defining key words (video)

e Week 7: Active learning based on week 6 video.

End of flipped classroom approach.

The remainder of the semester was not conducted in a
flipped format and did not include the use of H5P
interactive videos. Weeks 8 to 12 focused on project work
in which students applied their knowledge of news
articles to research one news story in depth and create a
presentation. The final three weeks were devoted to

presentations and feedback. Hence, the focus of this
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study is on weeks 2 to 7 in which a flipped classroom
approach was used.

Videos were embedded in the university's Moodle
platform. Each video explained one aspect of the format
and genre of news articles to scaffold the active learning
content in the next class. Student were assigned the video
and had one week to watch it. Videos were 6 to 12 minutes
long and included simple comprehension questions and
text prompts as interactive elements. Questions were
usually true/false designed to gauge whether students
had understood the essential elements of the video.
Certain settings were configured to promote active
engagement with the video: navigation to skip ahead was
disabled, the video automatically stopped when a
question appeared, a correct answer to the question was
required to proceed, and students were required to click a
submit button to finish the video. Clicking this button in
turn added a score to the gradebook. Furthermore,
completion tracking was enabled, which allowed activity
completion status to be tracked.

At the beginning of the subsequent lesson, the teacher
would review the content through student-led group
discussions followed by eliciting ideas and reviewing
necessary slides. Following this, students were given an
active learning assignment, such as finding a recent news
article online and using what they learned in the video to
analyze the article. Students then discussed their results
in groups and completed an online writing task for
homework. In addition, the next video was assigned to

prepare for the following class.

3.2 Video creation
The H5P interactive videos were made using a three-step
process. The first step was to record a video lecture. The
author used screencasting software to record a video
lecture and uploaded it to YouTube as an unlisted video.
The video displayed both slides and the teacher’s face
while lecturing. The next step was to add H5P interactive
elements to the video. This was done by creating an
interactive video inside the content bank of the course.
The content bank is a repository for user-created H5P
content. After opening the content bank, selecting
interactive video, and pasting the YouTube link into the
designated field, the author added interactive questions,
text elements, and a submit button to the video. The
teacher may also customize various settings at this time.

For example, navigation controls can be adjusted to allow

(©2025 Moodle Association of Japan

or prevent skipping ahead. Question behaviour can be
customized to allow retrying a question, providing hints,
or even jumping to a certain part of the video based on the
answer provided by the student. Various language
settings for translation purposes are also available to
name but a few settings available to teachers.

After creating the content, the final step is to add an H5P
activity to the coursepage from the activity picker. H5P is
included as an option alongside other activities and
resources such as assignment, page, and quiz. Inside the
H5P activity settings, the interactive video is added in the
package file section. Clicking the plus button brings up a
menu with the option to select content from the content
bank. Other settings are similar to standard activities such
as grade, attempt options, and common module settings.
Upon saving, the H5P interactive video activity is

complete.

3.3 Questionnaire
To evaluate student perceptions, an anonymous online
questionnaire was distributed at the end of the course.
The questionnaire consisted of eight questions, all of
which are used in this research, and included both closed
and open-ended items. Closed questions used a 5-point
Likert scale (1 = strongly disagree to 5 = strongly agree)
to assess areas such as ease of use, clarity of video
content, engagement level, perceived usefulness for
learning, and preferences compared to traditional
homework. Open-ended questions asked students to
comment on suggestions for improvement and free
comments about their experiences. As this was a small-
scale exploratory study with a single class, no statistical
tests were conducted. The results are presented using
descriptive data such as percentages and frequency

counts.

The questionnaire was administered digitally from
January to February 2025, approximately eight weeks after
the H5P video component of the course had concluded.
The time gap may have influenced the precision of
student recall, and this is noted as a minor limitation. The
questionnaire was administered digitally from January to
February 2025, approximately eight weeks after the H5P
video component of the course had concluded. The time
gap may have influenced the precision of student recall,
and this is noted as a minor limitation. Participation was

optional and anonymous. Students were informed that
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choosing to participate would have no impact on their
score in the class. They were also informed that the
questionnaire would be used for research purposes. In
total, 27 of 29 students (93%) responded.

4. Results

This section presents findings from the questionnaire,
which provide insight into students’ perceptions of the
interactive videos and their potential to support active
learning in a flipped classroom context. Looking first at
student engagement with the videos, of the five video
lectures, data indicates that 83% of students watched four
or more of them. Based on activity completion data from
the Moodle course, 18 of 29 students (62%) watched all
five videos, and six students (21%) watched four videos.
Four students watched three videos, and one student
watched one video.

Questionnaire responses revealed a positive perception
of the videos. In Q2, students were asked the videos
were an appropriate length (Figure 1). 26 of 27 students
(96%) described the videos as a "good length," with one
student saying the videos were "too long." No students

described the videos as too short.

What is your opinion about the length of the videos?
27 responses

@ The videos were too short
@ The videos were a good length
The videos were too long

Figure 1. Student opinions on video length

Questions 3 and 4 focused on students' perceptions of
how understandable and how effective the content was.
In Q3, students were asked how well they could
understand the content of the videos (Figure 2). All
students agreed or strongly agreed that the content was
understandable, with 19 of 27 students (70.4%) strongly
agreeing. When asked in Q4 if the video lectures helped
them prepare for class (Figure 3), all students agreed or
strongly agreed, with 24 students (88.9%) strongly

agreeing.
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| could undertand the content of the video lectures.
27 responses

20
19 (70.4%)

8(29.6%)

Figure 2. Student understanding of the videos

The video lectures helped me prepare for activities in the next class
27 responses

30

24 (88.9%)

20

Figure 4. Perceived efficacy of videos

Questions 5 and 6 asked students about their level of
satisfaction with the interactive videos. In Q5, 21 students
(77.8%) expressed strong satisfaction, while 5 students
(18.5%) said they were satisfied (Figure 5). One student
reported that they were neither satisfied nor dissatisfied.
Similar results were seen in Q6, which asked students if
they would recommend using interactive videos in other
classes. In total, 96.3% of students would recommend
such videos, with 15 students (55.6%) strongly
recommending and 11 students (40.7%) recommending.
One student responded neutrally, selecting neither agree
nor disagree (Figure 6). Questions 7 and 8 asked students
how the videos could be improved and invited them to
share any additional comments. Responses were
positive,  with examples

generally representative

discussed in the following section.

| was satified with using interactive video lectures in this course
27 responses

30

20 21 (77.8%)

0(0%) 0(0%) 1(3.7%) 5 (18.5%)

1 2 3 4 5

Figure 5. Student satisfaction

10
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| would recommend using interactive video lectures in other courses
27 responses

15 15 (55.6%)

11 (40.7%)

Figure 6. Student recommendation of videos

5. Discussion

5.1 Supporting active learning
Results from student comments, combined with
observations from the teacher, suggest that Hb5P
interactive videos in a flipped classroom situation can
have a positive effect on student engagement. The
teacher observed that students appeared prepared to
tackle in-class active learning assignments, which is the
purpose of using a flipped approach. In particular, the
teacher noticed that the flipped classroom approach
created more time in class for active learning such as
finding news articles online and analyzing them according
to the points covered in the video.

Moreover, the time saved in class allowed the teacher to
interact more with students directly and support those
who did need help. In some cases, students had questions
which required the teacher's attention. In other cases, the
teacher had more time to interact with and compliment
students who were on the right track.

In the previous section, students indicated high levels of
understanding, efficacy, and satisfaction with the videos
in a flipped classroom setting. Student comments from
the questionnaire also support this view. One student
commented, "l was able to prepare for the next lessons
with the video, it was useful for me to understand easily
in the next class." Another student wrote, "The video
lectures helped me prepare for activities in the next
class."

Not only did students comment that flipped learning
prepared them to engage in active learning in the
classroom, but also that learning could occur at a deeper
level. One student commented, "It was very helpful for me
to be able to watch the video over and over again for a

better understanding." Student access data from Moodle
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shows that several students watched the videos two or
three times. Another student wrote, "l learned deeply by
watching the interactive video lectures." Self-access
videos allow for self-paced learning; meanwhile, the
interactive elements encourage active watching and allow
for feedback. This in turn, could lead students to come to
class with questions about the content already prepared.
As one student wrote, "It also served as an opportunity to
reflect on any questions | had."

In addition to this, accessing data about how many
students had watched the video, and in particular, which
students had not watched the video was also valuable
information for the teacher. It allowed the teacher to
approach students who had not watched the video and
confirm that they were able to understand the in-class
assignment contents. It was also a way of signaling that
their study activity was known to the teacher and that the
teacher took an active interest in ensuring that all
students were prepared to participate fully during class

time.

5.2 Future considerations

Although both students and the teacher viewed H5P
interactive  videos positively, there are several
considerations that merit attention. One pointin particular
relates to partial engagement with the videos. Although
most students watched most of the videos, only 62% of
students watched all five. In the future, it could be useful
to discuss with students and document the reasons
behind this: did they forget to watch, forget to click the
submit button, or were other technical factors involved?
Moreover, if certain students have not watched the videos
and are deemed to be not prepared for the class, and not
prepared to contribute to active learning in a group setting,
those particular students could be placed in a group
themselves with the task of first becoming familiar with
the video content before moving on to the main active
learning task during class time. In this way, data provided
by Moodle combined with the interactive nature of H5P
interactive videos has the potential to create a greater
sense of accountability among students with regard to
completing the out of class component of flipped
classroom learning.

One possible solution could be to use conditional access
restrictions in Moodle. For instance, access to subsequent
homework assignments could be restricted until the video

has been watched and conditions for activity completion
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(clicking the submit button) have been met. This approach
could encourage and reinforce the requirement of
watching the video content as an important component of
engaging with the class.

Another area for consideration is the type of interaction
encouraged by the videos. In the questionnaire, one
student commented that adding more quiz questions
would improve the videos. In this study, interactive
elements consisted mostly of two to three simple
multiple-choice questions per video. The purpose was to
check and reinforce only the essential points of the video,
and to ensure students could not simply play the video
nonstop in the background while doing another activity.
Nonetheless, adding additional questions could further
reinforce the content.

Moreover, H5P interactive videos offer additional
activities such as drag-and-drop or text input activities,
allowing for more active engagement with the video. One
student commented in the questionnaire, "l think that
adding more interactive things such as quizzes, polls, and
discussion forums can help students become more
interested and involved." Adding a discussion forum as a
follow up to the video could encourage interaction in the
pre-class phase of the flipped model. Conditional access
restrictions could be applied to make watching the video
a precondition to accessing the forum.

Another consideration is to expand the use of H5P
interactive video lectures to all lessons in the class. In this
study, video lectures were not used after the 6th week.
Weeks 7 to 15 focused on project work, but these lessons
required sometimes lengthy and intricate explanations
that could be offloaded to a flipped format. In particular,
students who happened to be absent as well as students
who need further explanation could benefit from this.
Doing so would also allow students more in-class time to
work on and receive direct support for their projects
during class time.

One final aspect concerns the way the teacher speaks and
delivers content in the videos. One student wrote, "l think
students would understand if you spoke a little faster." In
fact, the teacher made a conscious effort not to speak to
fast so that students would be able to understand clearly.
The questionnaire data also indicates that students were
able to understand the content. Nevertheless, this
comment raises an important question about speaking
speed in the videos. In the future, the teacher could

enquire about this to students after the first few videos so
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that timely adjustments could be made if deemed
necessatry.

A second comment by another students also relates to
content delivery. The student commented, "If it were ok, |
want some subtitles for the lines you say." In this case,
subtitles is taken to mean English captioning. Captions
would enhance understanding by making clear exactly
each word the teacher says. Moreover, adding captions
could help bolster efforts to speak faster in the videos by
providing additional language support.

Unfortunately, using captions from YouTube with H5P
interactive videos is not a straightforward process. H5P
interactive videos do have support for captioning but
clearly states "unsupported for YouTube videos." When a
YouTube video is used with H5P, the gear icon does not
display options for captions even though the same video
when viewed on YouTube has them. One workaround
could be to download the subtitles and upload them
directly to the H5P content in the text track area.
Alternatively, teachers could create subtitles themselves.
However, at the moment, clear documentation does not
exist for this process and is likely to be a significant hurdle
for all but the most technically savvy teachers.

An easier workaround could be one of the following. First,
teachers could use software that autogenerates subtitles
and adds them directly onto the video. Fortunately, such
apps are have become available in recent years. Unlike
YouTube, which allows for captions to be turned on and
off, or for languages to be switched, these would be visible
at all times. As technology continue to evolve, it will be
interesting to see what options become available in the
future. Another option would be to use a service that
automatically transcribes audio to text and provide
students with a transcript that they can read alongside the

video.

6. Conclusion

This study looked at how H5P interactive videos can be
used in a flipped classroom to support active learning for
Japanese university EFL students. There were two main
goals: to explore students' perceptions of the experience
and gain insight into how H5P videos can be used to
support active learning. The results suggest that H5P
interactive videos can be an effective way to help students
engage with course content before class. Most students

had a positive view of the videos, finding them clear, a
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good length, and helpful for understanding the material.
At the same time, the results also show a few areas for
improvement. While most students completed the videos,
not everyone did, which suggests that some kind of
accountability system, such as conditional access to later
assignments might help in the future. Student feedback
also pointed to the idea that adding a wider variety of
interactive activities, such as polls, short writing tasks, or
discussion forums, could make the videos even more
engaging and useful. The benefits and challenges of
adding captions to H5P interactive videos was also
discussed.

Overall, combining flipped learning with H5P interactive
videos in EFL settings appears to be an effective tool for
learning both outside and inside the classroom. Getting
students to interact with content before class makes it
possible to use in-class time for more communication,
collaboration, and active learning. Future studies could
look more closely at longer-term outcomes or try different
kinds of interactive video activities. In the meantime, this
study adds to the growing evidence that using simple,
accessible tools like H5P can have a positive impact in
helping students engage more deeply with English

learning in higher education.
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On the Security of Registered Moodle Sites in Japan

ADAM JENKINS ™!

Learning Management Systems (LMS) like Moodle are increasingly vital to educational institutions globally.
Maintaining the security of these platforms is paramount, requiring diligent attention to server infrastructure and
application software updates. This study investigates the security posture of Moodle installations in Japan,
focusing specifically on the exposure of software version information and the prevalence of outdated installations.
A survey of 126 Moodle sites revealed a concerning lack of security awareness, with a majority exposing version
details and running unsupported or unpatched Moodle code. These findings highlight an urgent need for improved
administrative practices concerning Moodle updates and overall security protocols within Japanese educational

institutions.
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1. Introduction

Moodle is a widely adopted open-source Learning
Management System (LMS) used by educational
institutions and organizations worldwide. Its popularity
stems from its flexibility, extensive plugin ecosystem, and
cost-effectiveness. However, as with any web application,
Moodle is susceptible to security vulnerabilities. A robust
security posture requires a multifaceted approach
encompassing server hardening, database security,
webserver configuration, firewall management, and,
critically, regular application updates.

Moodle utilizes semantic versioning, releasing updates
categorized as either Major, or Minor (Point) releases.
Major releases (e.g., transitioning from version 4.4 to 4.5)

occur twice yearly, usually in April and October, or around

#*%% 11 Shizuoka Institute of Science and Technology
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weeks 17 and 43 of the year (Releases | Moodle
Developer Resources, 2025). Minor (Point) releases (e.g.,
453 to 45.4) are much more frequent, occurring
approximately every eight weeks, and distributed
throughout the year in February, April, June, August,
October, and December. These dates are sometimes
changed due to unforeseen circumstances. The schedule
ensures a consistent flow of both feature enhancements
(every six months) and security updates/bug fixes (every
two months).

In addition, though not considered a “release,” weekly
builds of Moodle are made available via git and from the
Moodle downloads page (Releases | Moodle Developer
Resources, 2025). The version numbers of weekly builds
are denoted by adding a “+” to the end of the version
number (e.g. 4.5.3+). Weekly builds contain the latest bug
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fixes and security patches, making weekly updating
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4116 4117 4.1 security supported
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Figure 1 Moodle version support — 4.1-5.0.

to that week’s build the best for security, but these
occasionally also contain regressions that sometimes
break some features and introduce new bugs. Hence
some administrators may prefer to opt out of updating to
each weekly build as it is released.

While Major releases are released every six months, a
Long Term Support (LTS) release is also released every
two years. LTS releases of Moodle offer a balance
between stability and security, providing updates for
critical vulnerabilities over an extended period, usually
three years, compared to non-LTS major versions that
only receive security support for 18 months (Releases |
Moodle Developer Resources, 2025). However, the
benefits of LTS releases are contingent on administrators
applying Minor release updates regularly (see fig. 1).

Major version releases introduce new features and
changes to the User Interface (Ul). Major releases also
frequently necessitate corresponding updates to
dependent software, such as PHP or the SQL database
management system. Conversely, minor (point) releases
and weekly builds primarily address bug resolutions and
the implementation of security patches. Hence, the
purposes and benefits of major release upgrades differ
from minor point release updates, with the goal for major
release upgrades being the acquisition of new features,
while minor point release updates are for bug fixes and

maintaining the security of the installation.

1.1 LTS versions and support

Although Moodle has offered LTS releases since Moodle
2.7, LTS releases are not supported indefinitely and, as is
the case with other non-LTS major releases, the support
does eventually reach its end-of-life (EOL). It is important
to note what is meant here by the term “support.” There
are two kinds of support offered by Moodle: 1) “General
support” refers to bug fixes and other functional
improvements, 2) “Security support” refers to the
continued release of patches for newly discovered

vulnerabilities. When a major release is “supported,” that
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means that there remain minor releases for that major
release or branch in the future. A major release that will
no longer receive support in the form of new weekly builds
or minor releases is said to have reached its “end-of-life”
(EOL) and it becomes an “unsupported version.” As there
are two kinds of support, there are two kinds of EOL for

each major version of Moodle.

Table 1 General and Security Support end-of-life (EOL)
in Moodle LTS versions.

LTS General EOL Security EOL
4.5 6 Oct 2025 6 Oct 2027
4.1 11 Dec 2023 8 Dec 2025
3.9 10 May 2021 11 Dec 2023
3.5 13 May 2019 10 May 2021
3.1 8 May 2017 13 May 2019
2.7 11 May 2015 8 May 2017
1.9 June 2011 June 2012

1.2 Scheduling updates and upgrades

As major upgrades introduce greater complexity and
potential for disruption, requiring thorough testing and
careful planning, it is recommended that institutions
schedule major version upgrades during extended
institutional breaks, such as semester breaks, following
the release of a new major version. Regular, predictable
upgrade schedules improve the usability of the system by
enabling users to anticipate and adjust to the changes in
the Ul. This minimizes disruption to teaching, learning,
and administrative activities. For institutions that prefer to
use LTS versions, it is possible to upgrade directly from an
LTS version to the next LTS version (for example from 4.1
to 4.5) without upgrading to each major release in
between the LTS versions.

In contrast, minor version updates are considerably less
cumbersome. These releases are designed to address

security vulnerabilities and resolve bugs within a major
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version branch and hence do not require modifications to
the underlying server operating system, PHP, or SQL
software. Consequently, minor updates can be applied far
more frequently — on a bimonthly, monthly, or even weekly
basis (for weekly builds) — without significant risk or
downtime. In fact, a more frequent update schedule is
generally recommended to ensure that security patches
are applied promptly and that the platform benefits from
the latest bug fixes.

This tiered approach — deliberate scheduling of major
upgrades alongside frequent regular application of minor
updates — represents a best practice for maintaining a

secure and stable Moodle environment.

1.3 Changes to Moodle version numbering

Starting with Moodle 5.0, version numbers will utilize a
three-part version numbering system (e.g., 5.1.2)
designating series, major, and minor release versions. The
last release within each series will always be an LTS
release. Following an LTS release, the next major version
will initiate a new series (Lyons, 2023).

This means series progression will follow a pattern of
standard releases culminating in an LTS release (e.g., 5.0
->5.1->5.2->5.3LTS). New series will then begin (e.g.,
6.0 -> 6.1 -> 6.2 -> 6.3 LTS). The intention is to provide a
clear lifecycle with predictable LTS releases marking the
end of each series and a point for embracing significant

changes (Lyons, 2023).

1.4 Protecting against unintentional version

information disclosure

Moodle’'s developers have progressively addressed the
potential security risks associated with exposing version
information to unauthenticated users. Early iterations of
the platform disclosed version details through readily
accessible means. As an example, until version 1.9.6,
hovering the mouse cursor over the Moodle logo in the
page footer revealed the installed version number
including the point release (see fig. 2). This practice was
discontinued with the release of version 1.9.7 (Moodle
(Moodle  1.9), 2010;
Moodle/Lib/Weblib.Php at v1.9.6 - Moodle/Moodle, 2009;

Version - MoodleDocs

Moodle/Lib/Weblib.Php at v1.9.7 - Moodle/Moodle, 2009).

The move away from disclosing version information to
unauthenticated users was not entirely frictionless, and
on several occasions new tracker issues were lodged
suggesting the addition of a “New Feature” to display the
version information (Chirnside, 2011; Clendenen, 2011).
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You are not logged in. (Login)

by Q dle
Moodle 1.9.5 (Build: 20090520)

Figure 2 Moodle 1.9.5 version revealed with build
number to an unauthenticated user (screenshot from
actual production site — 2025).

Further security enhancements were implemented in
subsequent releases. In 2015, with the release of Moodle
2.9, the Web Cron functionality was disabled by default
(IMDL-48559] Web CRON Should Be Disabled by Default
- Moodle Tracker, 2015). This decision mitigated the risk
of sensitive information, including potentially the Moodle
version, being exposed through the output of scheduled
tasks accessible from outside the protected environment.

However, the evolution of security practices extended
beyond simply removing easily accessible information. In
2021, the
webservers was edited to add a section for “Hiding
internal files” (Apache - MoodleDocs (Moodle 3.9), 2021;
Nginx - MoodleDocs (Moodle 3.9), 2021). Moreover,
following the release of Moodle 3.11 in 2021, the

platform’s built-in  “security checks” report began

documentation for configuring Moodle

recommending proactive measures to prevent accidental
information disclosure. This report further advocates for
administrators to configure their web servers to restrict
access to specific files, thereby further obscuring
potentially sensitive data, including the Moodle version
(see fig. 3).

Security checks

Status Check Summary
E3 Displaying of PHP errors Displaying of PHP errors disabled.
ok} Insecure dataroot Dataroot directory must not be accessible via the web.
| Error | Check all public / private paths = composer.json files should not be public
» lock files should not be public
» environment.xml files should not be public
» db/install.xml files should not be public
« readme.txt files should not be public
= README files should not be public
» Jupgrade.txt files should not be public
» phpunit.xml files should not be public
» ffixtures/ files should not be public
l » /behat/ files should not be public
3 Writable config.php config.php can not be modified by PHP scripts.

Figure 3 Security checks in Moodle 3.11
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This shift emphasizes the importance of server-level
configurations in bolstering overall platform security.
These progressive measures demonstrate a consistent
effort by the Moodle development team to minimize the
potential for exploitation stemming from the disclosure of
environment information including running version

information.

1.5 Moodle Security Announcements

MoodleHQ regularly publishes security announcements

one week after every minor release (Security
Announcements | Moodle.Org, 2025). These
announcements contain information pertaining to

vulnerabilities that have been patched in the release the
announcements follow. The announcements do not
provide details on how the vulnerabilities can be exploited,
but the Moodle “versions affected” and “versions fixed”
are clearly labelled for each vulnerability together with its
CVE identifier and other information. Moodle site
administrators receive this information in an email one
week before it is made public, so that administrators will
have time to update their Moodle instances to be patched
before the vulnerabilities become known to the world.
Moodle's security announcements are an essential part
of their practice of responsible disclosure. Moodle

describes their Disclosure policy as follows:

“In Moodle, responsible disclosure is practised, which
means there is a policy of disclosing all security issues
that come to our attention, but only after we have solved
the issue and given registered Moodle sites time to
upgrade or patch their installations.” (Security

Procedures | Moodle Developer Resources, 2022)

However, as a consequence of this policy, the same

vulnerabilities that are included in the security
announcements are also publicly known to potential
attackers and other malicious actors.

Therefore, if an attacker knows what version the target
Moodle site is running, it is trivial to see what
vulnerabilities have and have not been patched for that
version. Also, the older the Moodle version is, the more
vulnerabilities will have been discovered and remain

unpatched for that older Moodle version.

1.6 Attack workflows and version information
The danger of revealing the installed Moodle version
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may not be immediately obvious, but exposing the Moodle
version provides attackers with valuable reconnaissance
information, facilitating targeted exploitation of known
vulnerabilities. An attacker’s workflow typically begins
with enumeration — gathering as much information as
possible about the target system. The specific Moodle
version is a key piece of information at this point. With the
version information, the attacker can then move to the
second phase: searching for known vulnerabilities
associated with that particular version. Publicly available
sources, including past Moodle Security Announcements,
exploit repositories (e.g. Metaspoit), and other security
advisories are searched to identify potential weaknesses.
Knowing the Moodle version allows the attacker to find
and utilize exploits for that version. Rather than spending
time on general vulnerability discovery, attackers can
leverage pre-built exploits or adapt existing ones, avoiding
exploits that are known to already have been patched for
that Moodle version. This targeted approach increases the
likelihood of successful exploitation, potentially leading to
data breaches, system compromise, or denial of service.
In essence, revealing the Moodle version transforms a
broad, uncertain attack surface into a specific, vulnerable
target.

1.7 What is at risk?
It is impossible to overstate the implications of a Moodle
system compromise. Examining the risk through the lens
of the Confidentiality, Integrity and Availability (CIA) Triad
(Cochran, 2024) for example, shows that a compromised
Moodle system exhibits security problems in all three
aspects. As Moodle instances contain user data, including
educational materials made by educators and artifacts
created by students, the compromise of the Moodle
instance would result in this data ceasing to be
confidential. This also includes the potential for
passwords and other credentials stored as part of the
Moodle settings for services like email and other API
based services also being revealed to hackers.
Furthermore, the password hashes of the Moodle user
table could be retrieved by a bad actor, making offline
password cracking attempts possible. In addition, as the
data could be changed by a hacker with access to a
compromised system, the integrity of the data therein
would also be compromised. The original educational
content within a Moodle site could be defaced to display

alternative content or even replaced with malware. As
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Moodle instances are platforms that are trusted by users,
this could provide an attacker with trusted vehicles for
distributing malware including ransomware to the users of
a site, either by using the site directly or by using
connected systems such as email to send malware to all
users while masquerading as the Moodle site. In terms, of
availability, the compromised Moodle site could be
defaced, or even completely destroyed or encrypted and
locked for ransom purposes.

Unfortunately, the risk does not end with the
compromise of the Moodle server. As Moodle is an open-
source Learning Management System (LMS), self-hosting
is common and institutions often have their own
infrastructure with multiple servers in close proximity on
an internal network. In such situations, not only could the
Moodle LMS be compromised, but such an incident could
also become the entry point for a greater intrusion through
the Moodle server laterally into other systems on the
institution’s internal network.

In sum, where the compromise of a Moodle system may
at first glance appear to have relatively low stakes, when
all the data, and the integrated nature of a Moodle system
is considered, the true scope of the implications of a
security incident becomes apparent. The compromise of a
Moodle server will result in data loss, a loss of trust in the
system and the institution, as well as potentially being the
entry point for more widespread malware distribution. As
such, it is imperative that all measures possible be taken
to protect a Moodle installation against attackers by
patching known vulnerabilities early, often and
consistently, and ensuring the server is correctly
configured to make it as difficult as possible for an attack

to be successful.

1.8 Concealing version information with correct
server configurations
A correctly configured Moodle server should actively
prevent external access to version information, first by the
inherent design of Moodle and the precautions in the code
outlined in previous sections, but also by denying access
to files that disclose such information like /lib/upgrade.txt
or /UPGRADING.md.
The file /lib/upgrade.txt is a plain text file that exists in
the Moodle code as it helps developers keep track of
changes in Moodle’s API's as they develop the Moodle

code. As such, the first 10-15 lines will usually reveal the
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version of Moodle that is installed (see Fig 4). As of
Moodle version 4.5, this text document was replaced by
the new markdown document /UPGRADING.md.

The new file UPGRADING.md serves the same purpose
in documenting changes to the Moodle codebase for
developers. Being a markdown format makes this file
easier to format and read and allows for hyperlinks to
tracker issues etc. to also be embedded within the file
(see Fig b).

This files describes API changes in core libraries and APIs,
information provided here is intended especially for
developers.

=== 4.4.2 ===

* The *\core\dataformat::get_format_instance’ method is now
public, and can be used to retrieve a writer instance for

a given dataformat
* Added the ability for unit tests to autoload classes in the
“\[component]\tests\ namespace from the "[path/to/
component]/tests/classes’ directory.
* Added the “advanced_testcase::load_fixture()® helper to
load fixtures from a components “tests/fixtures/  folder.

=== 4.4.1 ===

* Use server timezone when constructing '\DateTimeImmutable®
for the system "\core\clock™ implementation.

=== 4.4 ===

* New modinfo methods related to delegated sections (sections

controlled by a component):

Figure 4 /lib/upgrade.txt in Moodle 4.4.2
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Moodle Upgrade notes

This file contains important information for
developers on changes to the Moodle codebase.

More detailed information on key changes can be
found in the Developer update notes for your version
of Moodle.

The format of this change log follows the advice
given at Keep a CHANGELOG.

5.0

core

Added

e The core/sortable_list Javascript module now
emits native events, removing the jQuery
dependency from calling code that wants to
listen for the events. Backwards compatibility
with existing code using jQuery is preserved

For more information see MDL-72293

e \core\output\activity header now uses the
is_title_allowed() method when setting the
title in the constructor.

Figure 5 /UPGRADING.md in Moodle 5.0

1.9 Future directions regarding the Moodle

directory structure

Moodle is in the process of restructuring the directory
structure of Moodle with the new structure expected to
first become available in Moodle 5.1 (Lyons, 2022, 2024,
2025). Where this will likely help mitigate the risks of
accidental information disclosure by moving sensitive files
and directories out of the “public” directory, it is yet
unclear whether UPGRADING.md will be among the
moved files.

1.10 Research questions

This study investigates the current state of Moodle
security in Japan, focusing specifically on the prevalence
of exposed version information and the distribution of
Moodle software versions in use. The research seeks to
assess security practices regarding server configuration
and the application of security patches in Moodle servers
operated in Japan. Specifically, this research asks: 1) to

what extent is Moodle version information discernible for
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Moodle instances operated in Japan? 2) Of the servers
where the Moodle version is discernible, what versions
are being run? 3) How can the results of the first two
research questions be explained? 4) What implications do

the results have for the Moodle security of sites in Japan?

2. Method

A survey of 126 Moodle installations hosted in Japan
was conducted in November, 2024. URLs for these Moodle
instances were primarily sourced from the list of
registered Japanese Moodle sites on moodle.org, utilizing
links provided to the actual Moodle installations
(Registered Sites | Stats.Moodle.Org, 2024). Some
additional sites were submitted directly by users familiar
with Moodle deployments within the country.

An attempt to access the /lib/upgrade.txt (for versions
prior to 4.5) or /UPGRADING.md (for version 4.5 and
above) files was made on each Moodle server. A
successful response (HTTP 200) indicates that the
version file is publicly accessible, revealing the installed
Moodle version. A 404 error (Not Found) or 403 error
(Forbidden) signifies that access to the file is
appropriately restricted. For servers that responded
serving up the file, the first 15 lines were logged, then the
logged data was used to identify the Moodle version,
resolving as far as the point release. 404 or 403 errors
were also recorded as servers that concealed the Moodle
version information. No active or invasive exploits were
used in the data collection process. For some sites, a
second inspection was done by visiting the site in a web
browser to confirm the site’s existence, and to check for
evidence that the site was still being used in production.

The collected data was analyzed to determine the
percentage of servers exposing version information, and
the distribution of Moodle versions in use. Specific
attention was paid to the prevalence of outdated versions,
including those past their end-of-life (EOL) and those
utilizing outdated LTS releases without current security

updates.

3. Results

3.1 Version visibility

Out of the 126 servers examined, only 18 (14.52%)
returned a 404 error, indicating properly restricted access
to the files that divulge version information. Two
additional servers returned a 403 error, suggesting some

level of control. A significant majority — 106 servers
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(84.13%) — successfully returned the /lib/upgrade.txt or
/UPGRADING.md file, directly exposing the Moodle
version information. Just under half of the Moodle servers
that were hiding the version information as a correctly
configured server is expected to, were running on
MoodleCloud, hosted by MoodleHQ (see Fig 6).

Version visibility

November, 2024

7.14%

8.73%

B HIDDEN on MoodleCloud
H HIDDEN not MoodleCloud
M Version Visible

84.13%

Figure 6 Version visibility of Moodle instances in Japan

On looking at some of the sites in a web browser, there
were also a small number of sites that openly disclosed
the version information along with upgrade timings as a
publicly available maintenance announcement (see
example below):

“2/21(&)7 &Y 10 HEE. Moodle 7 v 77— b
(4.1.16+4) %47 %9, " (source withheld)

3.2 Major version

Analysis of the exposed versions revealed that
approximately 40% were running LTS releases that,
originally would have been secure, but had not been
updated with the latest security patches. Almost half
(47.62%) of the Moodle instances were running versions
that were no longer supported (security EOL), leaving

them vulnerable to known exploits (see Fig 7).
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Supported/unsupported versions

15.87%

B Supported
B Unsupported
H HIDDEN

36.51%

47.62%

Figure 7 Supported vs. EOL versions of Moodle

At the time of data collection, Moodle 5.0 had not yet
been released. The releases supported for security
updates (general support EOL) included 4.1LTS and 4.3.
Versions 4.4 and 4.5LTS were still receiving general
support. Figure 8 below shows the distribution of major
versions across the 106 Moodle instances for which data

was available.

Moodles By Major Version
35

30
25
20
15
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0I I [ | I---I.I

45 44 43 41 40 2311 310 39 38 37 36 35 32 31 2x 1x

Figure 8 Major versions of Moodle

Although each of the LTS versions saw an increased
number of sites on those versions, there were also 10
instances of Moodle running version 3.8, and 9 sites
running Moodle 3.11 in spite of the fact that neither of

these versions are LTS releases.

3.3 Minor versions of Moodle
At the time of data collection, the most recent minor
versions were those releases on 7 October 2024:

e 4.1.14

e 4.2.11 (last release for 4.2.x)

e 4.3.8

e 4.4.4

¢ 450
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Out of the 106 sites that presented version information,
not one of them was running the latest minor version for
the major version branch. Figure 9 shows a breakdown of
the minor versions for the 4.1LTS branch.

Moadle 4.1 by Minor version

November, 2024

410 411 412 413 4.1.4 415 418 418 4112 4114

Figure 9 Minor versions of Moodle 4.1

Among the Moodle installations running the major
version of 4.1LTS, not one of them was running the most
up-to-date version of Moodle 4.1.14. Moreover, six of
these installations were running the first version of 4.1.0
and had presumably received none of the security updates

in the intervening 2 years.

3.4 Lack of TLS (HTTPS)

Also of note, though discovered by accident was that
the ratio of sites using plain-text HTTP (No TLS) was
surprisingly high at 11.11% compared to sites using
HTTPS with TLS certificates (see Fig 10). This finding has
implications for security as http traffic, being sent as
unencrypted plain-text, is easy to intercept and read
publicly. This includes the login pages where usernames

and passwords are sent to the server.

Encrypted connection (TLS)

November, 2024
11.11%

B NoTLS
BHTTPS

88.89%

Figure 10 HTTP vs. HTTPS (TLS) Support
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4. Discussion

The findings reveal an alarming lack of security
diligence amongst the surveyed Moodle installations. The
high percentage of Moodle installations exposing version
information and running outdated software is concerning.
Exposing the version allows attackers to quickly identify
known vulnerabilities and target systems accordingly. The
failure to apply security updates to LTS releases negates
the benefits of using LTS releases in the first place,
effectively transforming a relatively secure platform into a
vulnerable target.

Several factors may contribute to this lack of security
diligence. These may include a lack of dedicated IT
security personnel within educational institutions, limited
resources for maintaining and updating the software, and
a general lack of awareness regarding the importance of

regular security patching.

4.1 Version visibility

The result that out of 126 sites examined, 106 of them
disclosed version information indicates widespread lack
of knowledge regarding the recommended webserver
configuration, as well as a lack of awareness that this
disclosure is, in fact, a security issue.

On the site cited above that openly announced both the
date of the upgrade and that the Moodle was being
upgraded to version 4.1.16+, much more can be inferred
from this simple announcement. For example, seeing the
past maintenance announcements an attacker can infer
how frequently the minor updates are being applied, and
identify the best timing to make their attack. Furthermore,
the fact that the Moodle is on major branch 4.1 indicates
that this institution prefers LTS versions, which raises the
question of why this Moodle is not being upgraded to
4 5LTS. Consequently, although it is not a guaranteed
inference, it is likely that a technical reason exists that is
preventing the upgrade from 4.1LTS to 4.5LTS. One
candidate here is that upgrading would require the PHP
version on the server to be upgraded from 7.4 to 8.1. If an
attacker were to attempt to hack this server, attacking
both the obsolete Moodle code and the obsolete PHP
version now provides an even larger attack surface with a
much improved chance of a successful attack. It is
unlikely that the administrator of that Moodle is aware
that their maintenance announcements are providing
potential attackers with actionable intelligence.

Similarly, in the 84.13% of sites that do not prevent
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access to the internal files /lib/upgrade.txt or
/UPGRADING.md, the most plausible

appears to be a lack of awareness of this security issue.

explanation

This itself was a surprising finding, given that Moodle has
a “Security checks” report that will explain the issue with
links to Moodle’s documentation which has explicit
instructions on how to hide internal files for Apache, Nginx
and even Microsoft IS (Apache - MoodleDocs, 2025;
Internet Information Services - MoodleDocs, 2025; Nginx
- MoodleDocs, 2025). It does appear that the changes to
Moodle's directory structure may start to mitigate this
problem from Moodle 5.1, however the primary mitigation
to the lack of awareness will likely be awareness raising

activities.

4.2 Out of date major versions

The prevalence of out-of-date major Moodle versions
appears to be driven by a combination of administrative
practices and institutional inertia. The data suggests that
many institutions adopt a yearly “build” cycle for their
Moodle instance, effectively rebuilding the platform
annually. This practice leads to Moodle instances that are
never upgraded after they have been built with no minor
release updates and only major release
rebuilds/upgrades once per year.

Another potential reason for not upgrading the major
version of the Moodle instances is that the server housing
the Moodle instance may not be able to support newer
versions. Also, the need to maintain compatibility with
other systems can make upgrading the Moodle difficult or
impossible.

In addition to the technical reasons listed above, the
significant investment many institutions have made in
creating comprehensive user manuals and training
materials also acts as a deterrent to more frequent
upgrades. The addition of new features with each release
necessitates corresponding updates to these extensive
documentation sets, creating a substantial workload and
disincentivizing timely adoption of new versions.

It is unfortunate that Moodle upgrades often do not
receive higher prioritization. The result is a widespread
presence of older installations characterized by an
outdated user interface and a lack of access to the latest
features. Combined with a lack of frequent minor updates,
this leaves institutions with a dated user experience as

well as making them vulnerable to known security issues.
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4.3 Prevalence of versions 3.8 and 3.11

Though not LTS versions, 3.8 and 3.11 were particularly
prevalent. One explanation for the prevalence of 3.8 is that
it was the major release that coincided with the rapid shift
to remote learning during the COVID-19 pandemic. 3.8.1
was released on 13 January 2020, and this is the most
common minor version of Moodle 3.8 in the data. Many
institutions deployed Moodle to quickly address the
increased demand for online learning tools in 2020, and
presumably never upgraded, leaving the major version at
3.8.

The prevalence of version 3.11 is possibly due to the
fact that it is the last release immediately preceding the
introduction of Moodle 4.0. The significant user interface
changes introduced in version 4.0 likely caused many
institutions to pause upgrades at 3.11, either due to the
effort required to retrain users on the new interface or to
avoid potential compatibility issues with existing
customizations and plugins. This suggests a reluctance to
embrace substantial Ul overhauls, contributing to the

extended lifespan of this specific version.

4.4 Prevalence of LTS versions

While a considerable proportion of installations were
running LTS versions, a closer examination suggests a
potential misunderstanding of the benefits these releases
offer. Many administrators appear to view LTS releases as
inherently more stable than standard releases, leading to
a “set it and forget it” approach. However, this perception
is fundamentally flawed. An LTS release guarantees
extended support, meaning bug fixes and security patches
are provided for a longer period, but this benefit is only
realized if the updates are actively applied. Of the
numerous instances of LTS versions that were observed,
most had not been updated for years, effectively negating
the benefits of the extended support period. These
installations, while technically running a “stable” release,
were missing out on crucial bug fixes and, more
importantly, were vulnerable to known security exploits.
The extended stability promised by an LTS release is not
an inherent property of the version itself, but rather a
result of consistent application of the updates it receives.
Without these updates, an LTS version offers no greater
security or stability than an outdated standard release,
highlighting a critical gap in understanding and practice.

Furthermore, the instances that were running EOL LTS

releases (versions 3.1, 3.5, and 3.9) no longer have
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support and are in reality no different in terms of security

and support, to any other EOL major version.

4.5 Absence of minor version updating

This finding is perhaps the most perplexing of all. The
only explanation for this result is a general lack of
understanding of the need for minor updates for security.

However also, minor updates can be a cumbersome
task, if done manually, for example by downloading and
unzipping new code and copying the code to the server.
Fortunately, Moodle has a far simpler method of
upgrading that can even be automated, making the
process of applying minor release updates a trivial
maintenance task. If the administrator acquires and
maintains the Moodle code using git, then updating the
code to the next minor version can be achieved with a
single command — “git pull.” Presumably, this is not how
the Moodle code is being acquired and maintained in the

majority of Moodle instances surveyed in this study.

4.6 Lack of TLS (HTTPS)

This unexpected finding — that 11% of the surveyed
Moodle sites were using unencrypted HTTP -
demonstrates a reckless disregard for users’ online safety
and security. Transmitting sensitive data — usernames,
passwords, grades, and potentially personally identifiable
information — over an unencrypted connection exposes
users to significant risks, including man-in-the-middle
attacks and data interception. However, the site content
suggests a more nuanced picture for at least some of
these instances. The age and apparent lack of
maintenance of certain sites indicate they were initially
built and then abandoned before HTTPS became a
widespread standard and best practice. These sites may
represent legacy installations, forgotten or overlooked
during institutional IT modernization efforts. While this
doesn't excuse the security vulnerability, it points to a
potential history of neglect rather than a deliberate
disregard for current security protocols. Identifying and
addressing these long-abandoned installations is crucial,
as they pose a continued and unnecessary risk to users,
and likely represent a significant technical debt (and
potentially a legal liability) for the institutions hosting

them.

4.7 Limitations of the study
While this study provides valuable insights into the
current state of Moodle deployments, it is important to
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acknowledge certain limitations. Firstly, the methodology
relied on publicly accessible data, and the actual
maintenance status of all surveyed instances was not
verified. It is likely that a subset of the Moodle sites
included in our sample had been abandoned, contributing
to the observed outdated software and insecure
configurations. In addition, although the data on the
visibility of the /lib/upgrade.txt or /UPGRADING.md files
is a robust finding, the remaining findings regarding the
versions installed suffer from a selection bias as only sites
that returned an HTTP200 code for these files were
included in the analysis. This effect is perhaps minor
though, as only 20 sites out of 126 surveyed returned a
403 or 404 error for the files. Nevertheless, this introduces
a potential bias, as sites with improperly configured
webservers may disproportionately contribute to the
observed prevalence of outdated systems.

Secondly, this study did not involve direct engagement
with system administrators. The interpretations regarding
the causes of observed trends — such as a lack of
awareness of the security implications, or technical
expertise — are based on inference and speculation
derived from the collected data. While logical reasoning
was used to develop these explanations, they remain
hypotheses that require validation through direct
communication with those responsible for managing
these systems.

Finally, the reasons proposed for the lack of upgrading
and updating are, by necessity, speculative. Factors
influencing administrative decisions are complex and
multifaceted, and no analysis of version data alone can
capture the full range of contributing variables. Further
research, involving surveys and interviews with Moodle
administrators, is needed to confirm or refute these
proposed explanations and gain a more comprehensive
understanding of the challenges facing institutions

maintaining these Moodle instances.

5. Conclusions

This preliminary investigation of Moodle security in
Japan reveals a critical need for improved administrative
practices concerning Moodle minor updates, major
upgrades, web server configuration, and overall security
protocols. The widespread exposure of version
information and the prevalence of outdated software
create significant vulnerabilities within the Moodle

instances of Japanese educational institutions.
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Regarding the first research question, it was found that
the vast majority (84.13%) of the instances examined
were incorrectly configured so as to publicly disclose
version information. From these, the second research
question could be answered with the findings that almost
half (47.62%) of the instances were running unsupported
major versions, and that the Moodle instances running
supported major versions were not up-to-date with their
respective minor version updates. For the third research
question, the versions that were observed running
suggested a tendency for admins to forgo updating a
Moodle after its installation. Perhaps the most compelling
evidence supporting this was the prevalence of Moodle
versions 3.8 (specifically 3.8.1) and other versions that
were released soon before the beginning of a new
academic year in April. The results suggest a reluctance
to update Moodle instances throughout the academic year,
and that the practice of building a new Moodle before the
new academic year is not uncommon. The final research
question regarding the implications for Registered
Japanese Moodle sites is that there are many instances
running outdated software. This disturbing trend
highlights a lack of understanding of the risks the
respective administrators are taking by not updating.
Furthermore, the prevalence of servers that are
misconfigured to disclose the Moodle version information
demonstrates a lack of awareness of the implications
surrounding such disclosures.

Recommendations for improving the situation include
first, raising awareness among administrators about
security best practices. Additional training and resources,
especially in the local language are needed to ensure
server administrators are aware of the risks associated
with running misconfigured servers, outdated software,
and inadvertently disclosing information that can then be
used to compromise the system. To some degree, it may
also be necessary to convince complacent administrators
of the dangers that such misconfigurations and
disclosures invite. Administrators then need to ensure
that the Moodle installations they operate are properly
up-to-date. Web

configurations should be checked periodically using tools

maintained and  kept server
like the Security Report in Moodle, and any issues
highlighted in that report should be properly addressed. In
addition, it is essential that Moodle server administrators
have a proper plan for scheduled maintenance for both

minor updates and major upgrades. Minor updates should
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at least be scheduled for shortly after each minor version
is released, while major versions can be scheduled for
semester breaks, or every few years using LTS versions.
Further research is needed to investigate the underlying
causes of these security gaps and develop effective
strategies for improving Moodle security across the

country.
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TED, INITEY, BROTAERICEIT2ELED T
A TF—28, RD&S5IZ JASON R DX FF A EHE &
N THEE NS RITEEBICEF2RROTLELED
HLOTHY ., REICIIEEN RV, UFEEK)., 22T n
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(n=1) ldrvars & LTEELL2ZHOEE. ¢t = 1)
X remember B b HEMEBMA~ LT — X DREEFEI N
E#THY., TROBEEINY Y TALTAXTH B,

135, Moodle (215 % JavaScript DERAEICD LWTIE,
FB: (2023) %#BHT %,

{"E#H1"EHIEL,, "B EHEn, )

{"E#a1"EBEL,, - B A A En, )

I, BEMADAANEEL T input T & L TEUE
ENATTF—RIE, RTFvyvb s LARYZ -V —
ICE->TFHEiT 2 2 &N TE D, BERMNARFTMALEE LT
. BYIBR/NRT7 =<V RIS T B/NE = HZIEREKER
ICE>TEEKL, AT —EDNRE =V IIRy FTHHhE
IO EHETEIENEZIDIND,

Bz 1L, £ED GeoGebra v F Y EFERAL., [Z#
Zi OEBHIERE & VWHEEZIR- 2R T, THE] ©
ZHHOIEHE] & WS EZID]| L5 HRIBEN, BUA/
TH—RVRATHDIHEEEZD (BEOSH 1<i<j<
n&dTB), CDNTHF—TVREEBLOIST—RADXE
T, —fRICRDESICHBDTHAD (1<p<qg<t)

{"E#a1"ERIEL,, "B EHEn, |

("B EHEL,, - BRI EE,
"B, B A E B En,)

(EHA1TREL,
T AT (= R

A R B
LR LS )

{"E#1" T8 EL,, T EHEn, )

CDEIBXFINC—HTIERKR N2 —F. Hlzid
RDESICEHETES, 22T, [ FEEOXE, [+]
WEEROEZDO 1 AU LRV RLZRTEREKIRTH %,

"G BB H A+ B AR E]

CHOEBRKENNZ—>% STACK 0 [EfE| & L THET
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L. £ 0 [ME] L LTREIND LRI T —EXF
FINERE BT INEINEHET DICIE. KTy
WL RRY RV Y —0FFMBEf e LT [EARKIIBEM]
(SRegExp) #ERATE %, XFHAER & HTFE I AL,
FHEOBEICL > TRINIZNAT A= XD BEUTH S
CEHEENLZ EICARD, TOLIICLT, OSTFT—2D
SIS L > T, N7 A - RFHMELEREIND,

AETEEBELZULORNBREHMIDOLS ICHALaNS,

STACK (/7R FI%E)

GeoGebra Block

BB
(GeoGebra App CIERL, FE2E)

1 st
remember

ANZ7 1 —ILF

JavaScript / il
Inputf R/ b SRegExp

FTERS 2

EHEISON
pr= 2|

EHEISON
pra= 2|

3 STACK-GeoGebra E#IZ & 5 A7 T — 2 O

3. E&H

AEBETIZRIEIC LA W, EBOD GeoGebra 2> 7>
% GeoGebra Block T STACK ICIB®HIAHA, AT —X %
BRLTR 7+ -7 ATFMEERET 2EEK02RRT %,

3.1 XEBRHRERD/NNT +—7 REE

AR TIE. GeoGebra #FAWT, MEFDOHEHRE
Borial—yarvEERLE (K 4), ZORBETIL
SBENEZ SNERERE L BIXOFRICHL T, X
BYRICE - CREBICER CEEREWVD) ARNIELD
PERIOBGIBEETHHEIEBEEZRD S Z EARA > b
Ehb, TORIEBEZKD 5I1C1E, EEFPOT XY EH
BORTARLEBEEICKREIEE L TCHBEEZRAEL
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T, KERDANIZILDIHBARICHHOEIHENH D,
L7zA> 7T, Z0 & 5% EUA] BE. §AbbAER
MO THRWNMELS GEBEIIZ) 0 &RB L ICHABIND
B, 28O T7 -7 REQST -2 OBHE L, 5T
M3z enEZOLND,

(] 7=x=za> []#ezs

=) [T

KRBT / mA

ulmw x ot
"\

MERY /V

K4 HEHROSIa2lL—ayv

T, FEENTEODICHGREMZRAELTCH, B
T ADBRICEUSBREEEATLEI ZEBEZA DN
5, COMBEA~OHIGL LT, T—XEBREBT 2EEMR
HEOORDIC, HDEIWEY TV TREIREE PR NE D
ICERB ZET, oY) EBEICERIELIIGAICORERE
NOTT—RIERDLSFIRT 2 EATE, 25 L71B
EKN T -2 OREANE—ERENHT 52 &NAETH D,

3.2 STACK & GeoGebra miEi

STACK OffE (FBEE) XOHF T, ¥YITal—>arvnig
OAAMUBICROA—FZRR L7, T T, set 7
I STACK ORIEHERFICEN 7 Vv X LICEKEINIEHK

(RRICAVWIRBEENES LBEER). 28E L. M
B DEM% GeoGebraflliICRIRE B2 EMEE LT-o E 72
remember % 7' GeoGebra IO Z M (BFBEE & HER
DEZEET BT E L7,

[[geogebra width = "100%" aspect-ratio = "16/9"
set = "idx, lambda"
remember = "volt, current"]]
params["material_id"] = "ye8zemvb";
params["width"] = 1000;
params["height"] = 562;
params["showFullscreenButton"] = true;
[[/geogebral]

S L7-ZHE X, MEXHTHICERE L 72XD input
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RTTRBTEIEREY L, TITREBEVREEZD S
ELTHEBLRA74—< Y RELTEMMT 22 EHPBEHT
HYEELIEEZBEICRRTDINEIIBRVI EN D,
input X 72 &¢ div ER 2% CSS THFFRE LT,

<div style="display: none;">
[[input:remember]] [[validation:remember]]
[[input:log]] [[validation:log]]

</div>

& 5|2, remember @ input X FICEB I NEE. Z
NHABEIHENBZEIC log O input I ~NEBRT 3
JavaScript 3 — K% script R / TEHRAAT, I—FD
FEEDIIRDELDIC LTz, EOEHIL input 4 R k&
L TEG L. EBRIC log ~NEBRTZEE (B 7V s
EE%) 13 sampling_freq T&RE L 7=,

window.addEventListener("load", () => {
const remember =
document.querySelector("input[id$="_remember']");
const input_log =

document.querySelector("inputl[id$="_log']");

const time_origin = new Date();
const timestamp_origin = time_origin.getTime();
const sampling_freq = 1/3;

let data_string ="";

let timestamp_lastsampling = null;

remember.addEventListener("input”, (e) => {
const ts = timestamp_origin + e.timeStamp;
if (timestamp_lastsampling === null || ts -
timestamp_lastsampling > 1000 /
sampling_freq) {
const log_string = e.target.value;
data_string = data_string + log_string;
input_log.value = data_string;
timestamp_lastsampling = ts;
}
Ok
;

3.3 BERDERTE

RV

i
Ry
e)

(W

TERE L 7= remember L T log @ input (ZXIGT
B, X1 DOEDICERE L=, BT, remember (
AR FF a2 XY bDOIERICE- Tz, — 7. log ICE

A oE
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LTlE, ARERETIER A2 ERRRICLYTFMT 5720
INXFEIE LTz, TAALIEBREORR] BLU T#
0))’(;‘%@6@%% l&. validation & 7'% CSS T FRR& L7z
AREZETIH, WINICEREL T —YRloRRICHEL
BWH, AREBOHE L FRREADIOIBEL [Z
DDA T arv] F, ﬁ BRRE - FHIB D 7 4 — RNy
I EXFIPT CTICRARBERKRIF/AZ =805
21— (BFH) > TTREABERIARRINAWVLEL S
ExELf:o

i% 1 % %¢%@QXE

FHDELT, ZND0EL LELITHD Z & aFRTT-DIC
AU,

[(HBREINAIVHOD 0 TIEAUVME] 1. NEE 2
uit EE MM HBEDMEE L. Fié:/\,t 0 (ZIE MBS

INEE AU ED OB EZEZ/ZIF0E L, INH
L:Yﬂ‘ﬁi‘é’%lﬁﬁﬁfﬁa L T. TO¥¥.00?[1-9]¥¥d*] & F
[O(?:¥¢.000¥¥d*)?] #F W7/, 81 3.6 ICHPIREND &
SIS, EROBEICLE > TZOHEOEIBREDE~EE
hHBRIE. AT —EXFENNE L TIERBID L S ICERER
SN, MEOEIC ] EWIXFENRB LS ELDEITEE
NdZenn, WinTHERKEE LT MM+ AW
7=

remember log
fRETRR el XF5
IE#% " (ZXFS)  talog {"volt":-1.32,"current":0.0077}{"volt":-1.68","current":0}
AN LT-BEDHRR | No No
HADEDHER WLVR AV
ZDfboA+ 7> 3> | hideanswer hideanswer

1EfZ talog ISFHMAICA WA IERKE XX —>THY, ¢
CREMCFFRT 5 & S ICRE LT,

3.4 EROBRE

EfElE STACK ORIEZHMICEVLTRD & 5 RIERKIR
NE—2 e LTEERLE: BUTIEEABICBITA2ERTOEA
rotochY, ERICEEENAEL),

35 RFvov i LRRVR - VU —DFRE

BIEND log % STACK IC& » CFHl T 2712, MET
FRMELIFER 74—y 72, RO feedback %7
ZEBIML, log ICHTERTF vl LARVR -V —
TEE L7

[[feedback:log]]

talog: "¥"current¥":0¥¥.00?[1-9]¥¥d*}["}]+
¥'currentO¥":0(?:¥¥.000¥¥d*)?}";

Bl/S&—id, 8 3.1 ([2R~7Fz @Y R 7+—< v

ZIZHET 5 £ 5. GeoGebra lIOZE#TH B current (3
BN A HEREINEVHOD 0 TIEAWED, S, |1F
EAEDICHEWME~NEZELZBREEZRLIZZER, O T
—ZAXFIORMLEET 0L L THER L, 22T,
[¥"] 1 STACK OXFHAmTXFE ["] Z0bDEERTT-

CERAL. MY BERKRPTXF [ 20bnek
FroIIER L, £7-. [11-91] T¥¥d] T[N 3. =1
EN1HHIEFTOAEOHT. 0 28TAEOHTF. &
SO BADERONFERT-OIFER LT, 5
] LT 7] I, ZNENEFTOERD 0 EAU LD
WiRL, BLUVEBEROEZEZREN 0 (T hHLLEZOERLR
W) 2 1E (THbbZ0ERZNHZ) hOELLATH
LZEERTIEOICERLE, b, ()72 EW5iE
BICoWTIE, FIlTLL < unT: ] OEBDEOE 7=
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S 52, EyRo JavaScript (@ load 41 N> b Y XF—
W) ICROA—FZEMLT, ZhicLY, 2—Y %
EEROL E 1 —EE T, feedback % 7 %ii&) AATALE
ICARBRERBEEE 74— PNy T - Ayt —IPRRE
N2DEFWVTE, b, INLD7 4 — KRy 73,
feedback 2 7% &% HTML EZ o4 BME N B 728
B 3.2 THRAR7 input 2 7§ B IERRLDAETILIE
ErfbTERVWL I TH o7,

const fdblog =
document.querySelector(".stackprtfeedback-log");

// ERR¥IE D HIEFRRL
fdblog.querySelector("div").style.display = "none";
/] Ay =T EIERTMET BICIELT 2 EIT

// fdblog.style.display = "none";

BFosvlb - LIABEVZR -V Y—F. F20L512F
E Lo 74— KRy IDAYyE—HBINT S LA
BETHIN., REETIZIREICETIEEDA vy —TF
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BIIEELRL -7,

xK2 RFvyvll  LARVZR Y —DRE

Bk BEGRSER SRl A 0
ERRBEEM  log talog No
3.6 ETRER

UEDEEIZOWVWT, NFR DT LE2—%1To7 &
ZA. 5DESI o7z, 7272 L. AR|ICHWVWTILER
ICAZHEE - FFEENTWDE Z &% BEMICHIRT 57
W, BIEIETOERED S B input 7 1« — KNy 7 DIEKR
LSRR L7z, RICRESN B &HY . AAWICIL,
remember (ZIFIREESORFTOBIETHEN. log (ZIF
ZNLEIOBEREA LRI, WInd ISONFERXDOXF
FE LTRSS N,

(1) B 200nm ORIEDNT, EBHK f ERQCEELTROGI .
h= x10" Hz

(2) EHic, B/ 150nm OXCOVT, REN S ERHICEELTROGIV,

h %10'" Hz

BT, ROXBHROSS2L— 23 »EHRLTNELES L, BEOSKE £TE,

nlvnw ® EF)

o o
D.I E)ln2

07 ’ L., o7
03 03 02 " o8
04 mER X, 0401 \\-“9
05 059/ mamn \.1.0
= ] _—
—1.56 V 0 mA el
{"volt™:-1.56,"current*:0}

[volt":-4.99 {"volt":-0.65,"current"-0.0276 3619669216196} {"volt - 1.26,"current™-0.00939060158868984) {"volt™:-1.56,"current"0} {

(3) #R 200nm OXEOWT, FUREE V; ELT el ERBEEL,

eV = eV

K5 BEO7EREBOKRTF

CORETHEEEXRE LR REINLZL 2 —B@EIE. K
6DLI Tz, A—YHRT A XEZRIEL, current
0 THWEDSELIIIZ 0 & A -7 A R I XFIICE
FNTWf, ERRBAAZ—IIwyF L, BFOT
MW TER] CHTES NI,
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‘(“volt":71A68,"current":0}

[ {"volt":-4.99} {"volt":-1.32,"current":0.00771539076220595} {"volt":-1.68,"current":0} {"v

v & TEE L, ERTT!

(3) 5B 200 nm OXICDWT, FHILLBEZE V) ELT el ZROBZEL,

6 A7 OFHERER

BED &SIz, REREICKY, FEED GeoGebra 3>~
TV EDAVERT 0T 4 TREBEELTRREIND /X7
A=< R% STACKICLYFEL, 74—y o xh
ALNBEZENRELNER ST,

4. FLHLFE-BE

AFTld, Moodle WNIZH 1T 5 STACK & GeoGebra @
B BLU0ZTNICLZ0 T OWMEBLIZNNT7A—T VR
FEOFEICOWT, B ARIEEZROICE R LTz, £
7o. BERMBEMOICESOWTEELZFERL, EBRICHS
MINT =< AFHANAIRETH B L HBALNIT LT,
FIEE(L STACK 2FHATER I LITKETZ2HDOD,
GeoGebra ¥ JavaScript (37 7 VYDA THERTEZH D
THDHIEND, BEOKMA—LOI—HHER - EF
THRIEMICZDOEEEA - LR TED

GeoGebra @O > F >V ik, STACK DIZHEMEEEIC L V)|
STACK t RBICBEIHEZ 2N TES, LA L. ZNIC
EoTHBINDIDIE, 2—HICL2arT Y VREOE
BICBIT2ZH - REOATH Y., /74—~ RFHMIC
NEERIBESETOELIDIBRITEENG VL, AR
TlE. GeoGebra 25> DIFEHRHMN HTML BE & L THORERE
IS EsnizgA4 Iy 7T, OBER~LBRT S
JavaScript a— FZ2RBW2Z & T, #f 70w x%200F
—RELTEBL, COBBRBOANELTHELONTA
JTF—RRXFNELTRT Y vIL s LREVZ -V Y
—ICEEL, BYLRASAT7r—< R/ TEO7T—%&
DNRE—=VHERKRBICL > THFMIT 28T, X7 4—
v v AFHl A ELE L 7,

ERFRICEL ZFH@IL. BUARNT 4 —< > XTHEST
BIRR—VAETERTDIEICE>THARELE D, AFED
EEFITRALSIC, BEANNT7+ -V XBEIINT S
RE—VOERISLEBHNRS TH DA, L)AL ERE
IZBEWTIE, ZOFERICHASEOIRADEL KD ZENF
HEIN2, 57 BEHADH N COHOBE LR UL/IR =%
WY TRWEEZZ/NZ—0hicH, EEICITET /S
TH—T VRIS TEEDNH 7Y FIT, B & ¥
EINTNT =<V RE BRPBARFMEE &> T
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D 2algEdr H b, DL RFMICH ST IEETESD
M. ZORELZBEYNCEST E7-DICH, L UARIEH -
BHLR N7+ —< v XAREONC K BRI, AFEICLD
EROKBSEICH T/ 7 3y —< v AFMOERE, B &
VZENL EFBERREDOBRICETIRIESEIVDETH D,

Flo . AETIRENGEL D, BT —2DY A4 X (X
FHORE) NRELBRDIE RTF VI vl LRKRYR -
Y=L BFEAEXALT I -7 —ERDBE5TH
Y, ARBOEMBIOEETH., B - MIFTTNZREILE
S>TW3,

ZNOEREBNICERT ZICIE. XFEINHT BIEREK
WICE B G E 72K BRBFERELT, RS
F—RICHT ST - Al 2SER L ZHESE. LY @)
EHMBIR DA - BB HLEBETHA S, IH LEREEIC
DWTlE, SHOBEE L7z,

i
AW D—ER1E JSPS RIffE JP22H00085, JP21K18136
DR EZ T TH S,

SE Xk

% A (2013) [FEENOERH DL DT OB LEF—]
EFERE, 468.

Lutz, T. (n.d.). GeoGebra question block. STACK Docs.
Retrieved April 25, 2025, from https://docs.stack-
assessment.org/en/Specialist_tools/GeoGebra/

7 NEZE - B #A (]| (2009) [TEEYT2H] 28 C51%
FEEFHE - PER] FEHAR, 144,

WTF ER - RABRKEESUEMRAREEL Y 2— (R (2015)

[F4—7 - To07475—2v7] HEEE, 288.

F#E % (2023) TMoodle I2#EE Y 2 —JLIZH 1T % JavaScript ®
ER] BARL— FLpatEARSRKRHE, 11, 18-26.
FiE ¥ (2024) [Moodle ([CEHRAEFN/-BKFI DT> VIS
59 % JavaScript x BWEESFICEIFT) BARL—F

LatEARERERR/IE, 12, 21-27.

L8 7 (2023) [EDn/-HD CBT MBESEH &QIERHA K7

vy EEFR BF - BR) FFEHR, 176.
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JavaScript IC&BL Yy RY - BV 2 —ILDEEENE

BLEERNT RFBHERE 2 —

JavaScript IZ& Y Moodle Di%aeckEXMBEYVMBAEL T, Ly Ry - EV2a—LIIHEITELE 1 —tEBEDEE(C
DWTHET 2, Ly AVE, AVTUYR—VJLHBER—VALRIZEMTH Y . £EO > 7V BIRCRER
BHRICE > TRICBET ZIR=UADET S, Zhick ), BRRELRYF U ABESHOERIAIEEE 2B, LA
L. £EDER - BEABRCINSICHNT 74— KNy 0% £EBEIBETLEa—TERVWIEIE. EFLD
AEBWLBETHD, I TR TIE JavaScript ZEFAWVNT, Ly RAVHNOMBICHT BBE - 74— KNy 7%,
E——RXRICEB LT —ZR—Z - B2~ EEXE-EREL. £HENSALVL Yy RVIZT V2R LT
BRICLE2 =AY Ty Ve LTERRTDARERE L, T—EZR—REDEEAEAED Moodle §T®D JavaScript O
FERICOWTIE, TNETICHEBADTFEEAERLZ BES 774 /T A k- EY 2 —JL H5P @ Branching
Scenario EOBUF EEOLEICL Y HEIICLZ2EA - ROBG AAREMBOENEEHALOMITIE LD
I, BE - BExR L7,

Enhancing Lesson Module with JavaScript

JUN SAITO!

Agri-Information Technology Center, Obihiro University of Agriculture and Veterinary Medicine

This article reports on the implementation of a review function in the Lesson module to enhance Moodle using
JavaScript. The module provides learning materials consisting of content and question pages, with jumps between
them branched based on students' content selections and answers. This enables the creation of adaptive
scenario-based activities on Moodle. However, its practical application has a significant issue: students cannot
review their content selections, answers, or feedback afterward. In this study, we implemented a method using
JavaScript to automatically send students' answers and corresponding feedback in a lesson activity to a database
module within the course where the lesson resides. This stored data is then presented as review content when
students access the lesson later. We relied on JavaScript manipulation on Moodle, developed in our previous
studies, including database integration. By comparing our implementation with existing plugins, the quiz activity
module, and H5P's Branching Scenario, we clarified the effectiveness of our original implementation, which

teachers can easily introduce and extend. We also discussed further challenges and prospects.

1. FU&IC

Ly ZAVEBEY2a— (AT Ly RY) IE [avT
> (Content) ] [T (Question) ] [ (Branching) |
o7 BEE) - B EEETE S, Moodle DK FF 2
X > kT, “Branching exercises where students are
presented with content and then, depending on their
responses, are directed to specific pages” (Moodle.org
nd. a) EBNENLTWD, Moodle 1.2 " SHBRIEER €
¥ 1 —JL (Kingdon 2004) & L THHAAEFNTWD A, Al
ZIEARTBHER S D “Moodle in English” 7+ — 5 A
(Moodle.org n.d. b) ICH 7% Lesson BEED R —H#IF,

T jsaito@obihiro.ac.jp
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QuizBEEB®D 1/81FEICEEF AR E BT LH—MICLL
EHONTND LTV ARV, ZOBEIC, 1) Dz E4E
B BMREDA V2 —7 2 —APBEBHTRIENDS
W (RFIEA 2016).2) MENY 7 &2 FRTE $ERRIEE
BEBEZATHMNT AR &M (G 2017).3) R
TARPXERY Y —RELTTy7A—FBHFHTIDIC
e~ Moodle NT—h o#BMZERT 2 L Id—MLL T
WhEW, ZEEMEZONDD, LUARERNEEDNS D
DT, 4) EfEO—Loa—H (T, &) »HARICE
DORELDIEDEIRIRRE L L2 —TERWT &EEES
BT ENTES, HEO—Lo1—H (UUT. #HE) 115
EEDLE2—%RB2ZENTEDRD, INEEFEICD
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LEa—teE%
%, K.

EET DL LIERETIERV LS ICEDN
“Moodlein English” 7 —2LTHZ DI &%
BRI 2EEDPBEHREC bf:o’(?ﬁﬁé]gﬂ’(i%“)
(lvanova 2009a)., L E 1 —#eEBMDELA Moodle
Tracker (CHZIF >N T3 (Ilvanova 2009b) 7%, BRTEIC
E2EFTIREANGBRICIEE > TLRL,

EFEORER - BE - BERRICE L3y Ty YRR
TH5IEDTEZ Ly RVE ERRBELFVEET S
FUTAVEBEM EBE L TEETHD, 74— FN
vy ULy avEBLEFRENROB LY. XY
BREMFADOLHIC, Ly A vIZLE 1 —HEEs2BMNT 5

 NENBRRRSHD EBDONS,

ZZITEMETIE, £FICLZLYyR>DLE2—
JavaScript TEZEINDS T EEZEBEMICHOAICT S E &
HIS, TOEWEZEROICRET S 5, AMRDOFEICE
V. Ly RVORBR—VFICREZUPEREBESN (B 1),
ZORZ T ELUBIORE - DIERNENRRIND &£

Stk b (K 2),

BP, LE2—#EZETL vy RV EOEHEERRT
7504 LT HZIE Simple Lesson (Jones 2019) A%
AERINTVWE, —AH. REURICERZ L5, AFARF
EITHENIC & B JavaScriptDa—F 4 Y I EETBHE WD
HT, 7704 VICEBRERIFIEFZETVREL, L
L. AFEIE. HCETEEE 2 —-LELTOLYRY
ZEALT, 7774 PABY 7 b7 TEEZEETE
BTE, F-BFEOHEAZOBM - ARICIS L TEREIC
WETTHZEHAIBETH D, AAFTITZ D LEEELN DL
CEHLPMMMICEIRAIETCH D e amd eItk B
WEITH A RIS T B Ly R v OB E A E RS
TH5HLDOTH B,

RETIE, JavaScript OfFERICL B L v XV DEBERE
BE A AEERL., £ I3ETEERNLEREF IOV TER
T35, B 4§’C i%@ﬁxﬂ“f{%fi BAVICHREEL., B85 ET

IFEREE BEZ R

281
Wi, H4u1OWAR 0 A 0 ATT,

Introduction

This is the top page of the lesson.

Review previous sessions

—_—— e 1Y 2.

Try quiz Skip quiz

BREE % OL Y AVERT LELR,

1l LyXvoREBR—2
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Introduction
This is the top page of the lesson. ZR ﬁ y?$-F—C§7]—‘ é *L 6 l/ t\‘ a =

i

280

What do you call Moodle in Japanese?

BELDEZR:

L—FiL

EF
Correct!

K2 BtaR—JICHITdLE2—aryTFryVDkE

2. JavaScript DO fER

2.1 JavaScript @&t

HENHRERIBEZ Moodle R D HF T JavaScript % #/H
T EHAEIE, BB (2023) PRI TWDE, AFRHE
AENCIERFEICHEI DN I TEOPMEZERBL TH <,

BEATT 4 2 THIML 2fRETZ 2&EFTICIL, script
ERTBOAH BERNICBEI—FZR&#HT 2. src B
MTa—-FORHINLZT 7 ALERHIADL Z & T,
JavaScript ZERATE %, BEDOBHE. 77 MIIERAL
Moodle I—XAICT7 7 A4 J Y —RELTEWLWTHEE,

—AR=VICRRETHRADREF L L THEL DD
BRAED—DTH 5,

22 Ly Rv~DiEA

Ly Ay OEANZEEIE, R30L5ICEALEINn2
R—=Y /) —FDEHFELEWR D, ZTIT, Content I3 7T
Y R—=2 0 Quiz IZRIEE~R—, Feedback [FEfEDRE
I 2 ERHIER/REZRTT HX—T T, AETIEAUT
T4 =Ny g =R, HEHER - TRET 5D I
AVTUYR=VEMBER—TTHY, T4 —FNy I~
—VIEHE~R =TI Moodle MER L =7 4 — RNy oA
fFirmb-7=FTEBMNICERSINS, K4 13%Z0BEKf
ThY, [Hh1-0EX] ULTFOEBHN 7 14— KNy 7T,
ENLYBOENIEHBER—Y0aAr T YR Z0EER
RINTW53

Quiz or
Content

Eeedback:

Quiz or
Content

Eeedback
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K3 LyRryoR—IiEE

RE, BLHOFAR I AP IRTT,

What do you call Moodle in Japanese?

BRIDER

L=FIL

B
Correct!

i 5

B4 74— KRy s_=J0p

FER=JIZIZ 1 2B EDOREZ U PKRESINE, IV T
VR=VDFHIEREZ VB L TROR=VIZERE (Vv
v T5, MER—VOBEIE. KAV ERT EEFED
BB LT 74— FRy IR=IUPRRENIE, £
TIDICREZ Y Z T EMBENR—Y TREMNICEREL =R
—IANEBBET B,

AVFYYR—VEMBR-VOEIERNRTH D R—
TaAvrFryvik. WIENLEERA HTML fRERIBETH 5 H
5. BIEiD A3E T JavaScript ZIBOAL T EATE S, 7
A—=FRy IR=VF, §CLETHERBLAL S ICHER—
VOR=IAVTFUVEZDOEEEL-H, BBEA-TVIC
JavaScript ZIEBHAATHIFIE, 74— KNy IsR=JC
HEBHIAEFND Z L IZH B,

2.3 JavaScript ICX 3L E 1 —HEEDRE

AW TIE. JavaScript (& B L v R > D#EESE DA
ELT, FRICERFEICLE DL Ea—HiEARET 5, Ly R
YOLELA—TEELHDIDE, MBICNT 2EFEORE
RNABRE, ZNICHT 274 —FRNv o THD, TnAHND
AVTUYIRERDA VR T 7 a v EFEBROBNH
MThY, BICLy X EHEZR - RRTEDL LD I
LTHIFIE, EENENOERTE S,

ZITEAMIRTIE, LEa—arFrY, §hbbER
OREREERZIE - REL. BTEIN0Z2ERRT HH
BEARET T 5, JavaScript ZILATD LS ICAHWS Z & T,
Rl RETZZ b D, BENAEI—FofiL

RETTY,

231LbEa—avysFvyYyoms - &%

LEa—avFoyYeELTIE., 74—y osR=D
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FENRTHD, BEXL D74 — Ry 7 FTOHTML
BEREZDEEFEATES (M45R), LA > T, AH
TTIE7 14— KNy 7 _=T(T JavaScript ZI2&IAHR, &
DEHEEIFT %,

BB LT —20REFICIE. FBE (2023;2024a; 2024b)
#ERAL. AL Moodle I—ZXRIZH LA LHERBELET
—ZR=FEFEY 2 - (UTF., 7—4~X—X) %EH
THIENTED, T—EAR=—A~NDT—XDZEEIZ. 7
A—FRy IR=TEFITHID, Ly RXVDEDHY DR~
VICERELZ L BILE LD TITHIDD, RELZBYPE
ZoNBb, KFETIE., BICHEBEOT — LRIV ES &
KL BA—DLyvRUyFBRE 1 D>OT Y- LT
‘’IZEDTEDREARBIT S, T—RFO—BREELL
L Tl& Web Storage APl (MDN n.d.) ®A—A/L X kL —
PEFERAL. LYZAYDORDOYDOR=JICEOHAAT
JavaScript T, AL —=YARADT—RET—ZR—A~E
RETBHEEHIT, REL=UABIUTT 5B,

232 L Ea—avFvYoRE

F—AR—R|IZBEBEENLLEa—aryFrYIiE. RIC
Ly RVNCT VR LIBICRRTED LS ICTNIE LU,
AHARTIH, Ly XA DIELHD - JavaScript #18
BRI, T—ER=ZAhLDT—REE L, R=YRNTO
ERETI), LEa—aYTFrVDERR - FERRIE, BY
BRRVIRFECERT &N ERZLND,

3. EEfH

UEDHRICE2EM OB EE BANICHERT 27-9
o AFRTERD LI 2, EEOL 2 —#IEERHOL
v AV DEEFEEN LT, B, Moodle D/N—2 3>
I$45 & L7

3.1 Ly RV DR

Ly ZvTld, B4 7L LT, ER (Ox) ME GE
REE 2 DL EGRIRME) ., (— o) ZEERME. Hi
EHeME, HEME 2 EX®RE) BME. X (B
XfR%E) MELIFBRETH D, UTHEOEENER L
REEXRIZFZDIBIZTAZ 720, ERAMICIE, o3l
NZDIEICHEN END EWR D, ZOERTHEDEWN
FENLIZLHD EBINIELVEEOSVLEBE~NBB L.
BHEEITNEBROBEIIZTOBATRTTDLSICLYy R Y
TRERTIL, WHIXEISM A CAT &b, KMEOHE
(BehfE) ZHERICFMLAZLET. ZhoE T VK LIS
HET 248D LY RIER 7% CAT TIEBR WA IZED/NT
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X P TIEIBRTELRWERRELRL v RV BEHO—FITH
5EVWRBTEAD,

AR TIE, RIS DEIBR—VHEBREICELDL vy RV
B OB EERL L7z, B, BAtA & iRin I3 Z N2 NBIEA R
— Y RIER—Y GERE L TODEDRTR—JIFE 5T
ZOHOBE TCRREIND) TLI N AV T Y=
EiR. ZRECER, iz Z N ENIERME, 2 RIRNRRE,
SREEOMBER—VE LT, bbAA. MER—YOM
IRl Y Ty R=U %ALY BROKE -
HRELY T 2EOURDATRETH - 720 BMERILD
7= ORI DEFBARERBRICE KT,

M5 LvAVIZLBE5H97% CAT OB

3.2 F—AR—-ZADHKE

LE2—avTryVazERET S0, M6 Ok,
Ly XAV ERMLEI—ZAAICT—EAR—FEES 12— L
UF. T—2R=2) #HohLOHRBEL, LE2—
AVTUVEEIALEOIIRER 7 —ILFELTTH
ZbTYT7OREERL. T L—ME—BRRAT
TL—hMIBVWTEZTFI DY 7OTF—ZICWIGT D
EHR(T"thedata”E WS 7 T REBMLAEZIENET 7 4L
FoEFE L7

Flo, TOT—ZR—=RFKED URL 7T YT A—4
(id) "oBONBZEY2—LID, 74—LEPFr 7L
—rORBEEARICHITAURLIZZUNRT A—% (d) &L
TEONEZT—EZR—2RES, BLUOERICTY MY %1E
REPBEEICEVWTCETERLEZ7 4 =L FIZHIET %
textarea EXD id &L LTHELNE 71— FIDZ, 1
ZFNEE L=, o DIFRIL, % T JavaScript o7 —
AR—RIZT V2 RTBEICERL 7=,

BB T—RZXN—ROFRICOVTIE, FEE (2023,
2024a; 2024b) THIH - FRINEFEEZ0EFEAL
7=

3.3 JavaScript ®E#E

BIE TR, R=Y 2 A TRloa—FZ&
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R L7z JavaScript 7 7 M VZ K4 DLS>IcznZEna—
ARIZHONLHT7AIL - YUY —RELTHEL, ZD
URL %#BER48 L 7z, JavaScript RT3 =121, =_—
ParvrFrvo HTML ZiR&E L <. BE L 7= URL % src
BHICEORD LS4 script 2 7 2BHRAAT, T I T,
XxX FHmARAEL 7 7ALDEY 2 —L ID &L, &
JavaScript 7 7 A LORNBRITRBLUTOBEY TH 5,

<script src="https://example.com/mod/resource/

view.php?id=xxx"></script>

ﬁ Lesson Example
Lesson DB
o) start.js

W MR, LHLO—AN— SRR LR

3 question.js
W AT, LALI=AR— SRR LR

) end.js
W MM LALI—ANR— SRR LA

6 T—HZR—PELWJavaScript 7 7 1 ILDERE

3.3.1 Fta~R—¥

BAth = —> @ JavaScript 13, F T BES (0 » 55KB)
EFEEBL, O—ALX L= attempt E WS F—FZT
RETHI-FEL, DFIL, T—&R=X|ZLEa1—
AVTUYNEBEBINTWREEIE, ZNEIERRTHRHA
AL EEHIC, BRTDDDRE%#HES 23— K&
L7z BEOOA—FIERDLSIT LTz TTToxxx &7 —
AR—ZADEY2—ILID & LT,

const prnt = document.currentScript.parentElement;

window.addEventListener("load", () => {
const db = "https://example.com/mod/data/view.php
?id=xxx&perpage=200";
const name = "thedata";
const attempt =

document.querySelector("[role='main'] h3");

// ZRES OIS - R7F
populateStorage();

/) LEa—arvFryyoEHL - R
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fetch(db)
.then((response) => response.text())
then((text) => {
const parser = new DOMParser();
const dom = parser.parseFromString(text,
"text/html!");
const entries =
dom.querySelectorAll(".${name}");
if (entries.length 1==0) {
const button = makeButton("#btn_review");
const review = makeReview("#review");
entries.forEach((entry, idx) => {
const attempted =
document.createElement("dvi");
attempted.innerHTML = entry.innerHTML;

review.append(attempted);

DE

button.addEventListener("click", () => {
const disp = review.style.display;
if (disp === "none") {

review.style.display = "block";

e.target.textContent = "Close the review";

}else {
review.style.display = "none";
e.target.textContent = "Review previous

sessions";

function populateStorage() {
let atn = attempt === null ? "SE 0" :

attempt.textContent;

atn = atn.replace(/(?<=%E&: )¥d+/, (match) => {

return parselnt(match) + 1;
b;
atn = '<h4 style="border-bottom: solid 1pt;">" +
atn + '</h4>";

localStorage.setltem("attempt", atn);

function makeButton(id) {
const elm = document.createElement("button"):
elm.id = id;

elm.style = "padding: 1lem 4em; background:
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#0f6cbf; border-radius: 0.5em; border: 1pt; font-
size: 110%; font-weight: bold; color: #ffffff;";
elm.textContent = "Review previous sessions";
prnt.append(elm);

return elm;

function makeReview(id) {
const elm = document.createElement("div");
elm.id = id;
elm.style.display = "none";
prnt.append(elm);
return elm;

}

b;

3.3.2 MER—-Y

AR TEA L7 Moodle 45 DL v X DIigs. K&
NR=I P74 —=F Ry IR=DELTERREINDEE, [
BXVCHEEDORE, BLOZNIINTE274—F Ry o %
FeHfmar Ty EELOIE, "text_to_html"z 7 Z X
ZICED divEHZTH -7z, £72. ZOEHRIIHEBER—Y
ZDHLDELTRRIND EEICEHER LAL -7z, L7
NoT. ZOEHRNEFET HHBAIC. TOHTML v 7>
VEO—ALR ML —VICREELLITEMT 23— F% /M
BR—IVTHmARAL I E Lz, RNL=YTATLOF
—Zl$"answer" & L 7=,

window.addEventListener("load", () => {
const result =
document.querySelector(".text_to_html");
if (result !== null) {
if (llocalStorage.getltem("answer")) {
populateStorage();
Jelse {
updateStorage();

function populateStorage() {
localStorage.setltem("answer", result.innerHTML);

function updateStorage() {
const prev = localStorage.getltem("answer");
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localStorage.setltem("answer",
prev + result.innerHTML);

}
D;

localStorage.removeltem("answer");

DE

3.3.3 Big~R—¥

RIER—I TR, TNETOMER—YTO—HILZ L
L—2IlBEENfLEa—av Ty Ve, Bla~—T
REINE-ZBRESLLDHIC, I—ZARNITHLLLHRE
INTVWBET—ER=—I~NEFEETEHEEHIC, O—hL
AbL—=—CORBREYTTHa—-FEL, O— R,
XXXy YYYs 22Z 1E. TNEFNBRIICREB LIZT —4RXR—D
EVa2—LID, T—ER—RES, BLUOTFT—2%2EHET
5T7FXLTVUTDT74—ILFID & L7z

ZORETIE, MER-—VEDOT 41— MRy 7EFRRL
TR TL Yy Rl - IRT I 54 E, M IRIHL—
PICERELAWBAICIE., LE1—HATF—EZN—X(THEE
SNV, B—ALZX L —YORABIE. RLET/NA X,
RL77 7Y% ERAYTZRY. 77 7HFZ2HALCTHRES
N30, EEIPEIKICKRIESN—VICERELBERTT
—RIBEIND I LILH D, b LIVEEICEFORE
ERERSG - EETIMELHIBEICTIE. Big—2T
BARCEMBER-—VICT—EAR—I~EKETSI—-F%8
MLTHEFILLWL, Z0HEIZ. ZBRESECR—F8BOD
WA ITS T L ITH B,

3.4 ETHR

UEDERER LELy RV EEENZR L, PRIOF
BTk, FELE2 -V T YR T—ER—RIZERS
NTHELHT, FBBRR—CERTOLSICEFDOL Yy R YD
BEEE B >7e —H. TOLy Ry (DB 2%2R
L. RIBR—JICESHLBICBET 7R 5E, AR
—VIZIEM 8 (M1 &EREBWICAFE) OLHIC, LE2—
AVTFUVYERRTDIEZHDREVHNERRENT, BB,
IOR=VIZELNDE [ZE:1] WIS ERRIF, ZNFET
ICRTLEZBRHEN 1 THD I EERLTWLDS,

<o Lesson Example
vRT: EHERERTHIS
+ BN

BE. SLL0FSR0OSPORTT,

Introduction

This is the top page of the lesson.

Tryquiz  Skip quiz

BEFE 0% OLYAYERTLELR.

M7 Ly ZREOREKB—

window.addEventListener("load", () => {
const dbid = xxx;
const dbnumber = yyy;
const fldid = zzz;

const makeMoodleForm = (data) => {
// BB (2024a; 2024b) & Rk
I3

const getSesskey = () => {
// ¥ (2024a; 2024b) & REk
I3

const data = localStorage.getltem("attempt") +
localStorage.getltem("answer");

const form = makeMoodleForm(data);

const url = "../data/edit.php" + "?id=" + dbid;

const res = navigator.sendBeacon(url, form);

localStorage.removeltem("attempt");
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-5 Lesson Example

v XT: EWERRETHY S

+ Ef

=z
BE, HLEOFSE0AF0ETY.

Introduction

This is the top page of the lesson.

Review previous sessions

Try quiz Skip quiz

—_—— T e S el

BRER % OL Yy AVERT LELE,

8 LyRVEREORKBN—
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Introduction

This is the top page of the lesson.

Close the review

21 | 4 BB . s

What do you call Moodle in Japanese?

Bl DER

t—&h

EE
Do you think so?

What do you call Moot in Japanese?

A BB

9 FEBR—YICBFELE2—aYT Y VDOERR

2R

What do you call Moodle in Japanese?
BEREDEA:

L—Eh

EE

Do you think so?

What do you call Moot in Japanese?
BRIDER:

A=t

EE
Right!

282

What do you call Moodle in Japanese?

10 #BHZR#ZEOLE1-FK

M8ilcsWTRRENREZ 2T, M9 (M2 &
AEMICEE) 0L5IC, ZBRLAZBEO 7 1 —FNv o
M. BEDOIE, §HabboBOIEICEKR RS NI,

InIT, ZOLYyRVERUCAENBESE L /2% CH
BR—CTRERL LEa—arTUrVERRIESR L,
K10 o&Hic, BRFBOL L1 —2FROIBICEKTEN
7o BB MIPCKIOICESNS 28 1] ¥ 358k 2]
WS ERRIF, EFBREXATEESELT 331 0oa—
FAERLI-bDTH B,

MEn&Sc, REFEOEREICL Y, EXBEE- D
EEETL Yy AVICEVWT, BEREOEIHRERERTT
5L bEa—eEhMER CEEL 7
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4. BHEOwRE
4.1 tOBUFEOEE

FTTICRR/ES I, Ly R>ik, avy7>rY, ME
DIFIT & > TR T oD, BUHOBM Z#ERT 5 45%
ELT R1DbDhENEZLND, &P, Content &
Question (&, AV TV EMBAEEL I EDTEDLH D,
Branching |39 Ikt#EE %21 D, Score & Feedback I
REDFF R %Z Moodle DMK TEEBTE, BEICSLT
TA—=—FRy 0 EB5Z2ZEDTEDHD, X 5IC Review
X, EEPEMABRICEDOBENBRC 74— KNy o
EHEBRITLIENTEDZLDEXRT,

F1 Ly AVENBEMEBRAIELTTE

Content Score &

& Question Branching Feedback Review

Branch.ing v v y v
Scenario
Interactive

v v v
Book
Course

v v v
Presentation
Interactive

v v v v
Video (v)
Quiz v v v
Feedback (v) v v
Questionnaire (v) v (v) v
Simple J y y v
Lesson
Adaptive Quiz (v) v v v
Activity
Completion v (v) v v

411H5P a7V

#= 1 @ Branching Scenario #* % Interactive Video £ T
lZ. HBP o> 57>V TH B,

gL LTL Yy A VIR HIE LD IE, Branching
Scenario TH Y DIEEECHMIERDA v 2 —7 2 —R
HELyRvEERTHOAYPTLEWVNZ S (K 11), 7=7
L. ~—(C Course Presentation % Interactive Video &
DAVFUYERBBATDI LT, EROMEL A 7% ER
THZLIETEDD, DIRFERTEZ2DITLEFERED
MEL T TH D, Ly AV TIEAREMER-—YDT X
LEICHHIE L TWARWL, LA >T, Ly ZAVIFELE

40



MoodleMoot Japan 2025 Proceedings

BREMEERT 522 LIETERVEWVR D,

Interactive Book & Course Presentation (&, 2> 7 >~
VEMBLEERT DAV ETIT AT RBEMEFRTE
P, Dl TER L, Interactive Video (3 BB ICHE%
BUAVRZ 7 avEBNTE, BEFOFIHE~DD
IKREHEBMNT B ENTESLD, LE21—TAIREAMEL DK
DEENE TIETERL,

B PREVIEW |,

11 Branching Scenario DfREA v X —7 11— X

412 NFR b

NTFZNEFEHEY 2 —L UhTFRE) Tld, [588]) ME
RATTAVTUYR=VR MOLSHBBEELA 7ICL
DREBR—YZERTE S MEN VY 7 AFBTE A,
T4—=FRNy o LE2—DBERXRELAIETHD, L
72D > T, MER=ZFLETEL YRy THNIE, &
PERE, NTRAFTRETE S,

LA L. DA R W0, EREICE > TH#H L LRI
L EIRGE, RERIELC ERBRTET DL HRERTE
BTET, AR SNATRTORMICH THECPER TR
BamiimiindziRazTTIEonimn, £/ £5L
TELNBZLEL-—BOT7 14— RNy 72k, RERET
. REIZEOFMICT L THEECRERNETRIND AL,
KT LHBHETRWBEMNEL D B,

413 74—FnRy o, 77—}

EFEORE (HF) ISIEL-DIEEBRICKREBSESIC
. 74— KRy IFHES2—0 (74 =Ky o) %
U= FEHEY 2L (T —F) ZRWEZED
EZ bbb, 272L. ZOBEICIEBERNRICIG L =@E5]
D74 =Ky I HEZDHTEIETERWL, £, 77
—btThnIL, FEBTTICH L TFHFREER S Z & ILA8E
72h. BEOERICIGLAETFREZER S LIETERL,
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4147754

Simple Lesson (Jones 2019) &, 2% L v X > DiR&EA
YR—=T7x—REMBHMT B LEEHIC, BBV IR N
—2 3y 206 Ao IRERICEDBLEL—ICHERETETS
ZAvTHD, BEGBIRCT 7 XHRE, EE£EL v X
YO—EBOMEEICIENIEE T, FLABAERS T
Moodle 4.5 BAREIZIEXIIG L TULVZR UL,

Adaptive Quiz (Franco & Potenko 2016) |&. Moodle £
TAHREHNR CATZRRST D27 7710 ThH b, 1212L. &
CETEROBENHIETRA b 2RETZEOTHY ., R
BEREM ERMEARERL v X2 & ZRE-ERHI R D,

4.1.5 ;EEH5E T I AHIFR

EEBETEZMAGROFEICERET S LT, UV —R
PEFOFERACFRICIGLTROY V=R - FEE X
MEEBIHREL T ABERREIESEZLIEAIETHA D,
7=72L. BMICE>TEZHDY) Yy —X - FHERBL AT
N o T FLERTEEDRI-IND EBRIEFE TR
ThigceErnunwz ehn, EHEFNBAT 2>+ U FI37ERK
TERL,

42 FEL Yy RV LAMROREFEOFMME

BEOL vy ZVd, ZREBERZIT TR, hoRELX A
T 2 RERRL DIREAHFL L CRIATE S, DA
NERDIEEEEIC L Y BHE 7R CAT 2 2@ &EE R KM
HRETEDIERT, UEDIEFSEFAREUFELLNTE
NTWdEWR &5, BMERXRATOEBESII/NT A MK
Eawnws, EREBARATRASTKHEZNATESZ &
E—FEDH R EWVWR B,

421 L E1—#EEDER

ARAROFHRIZ, £FEICLDL L2 —#EEE. T4
VIR LOBEREBEOATRRETZ2E0THY ., BHICTTT
AVERBICEMTERVWERAZGFTHEICEVLT, Ly X
VORBWNBRRREREET DR TENE VR B,

4.2.2 EH - iR

IBEFHIZ. R—1C JavaScript @ script X 7' & B A
CEITTREICERTE S, NERX—JITIE script 7
HEELIELHLBAAABETHY ., ZEABRAIAETH
50
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¥z, AT L E 2 —BEOERZICOVTREI L TL
BH. FNIZR S, JavaScript (2L » T& £ & & Aisae
HELyZAVICEBMT 2 EHAETH D, BIZIE. B
(2023) DBNCH B LS ITR—LEBICKEREIREZZR T,
SREOBERRESER - o bo—LizY, R—J0
HEEZVTHZELHBNBRFICERTES, &~
PHOHMAFEO SIS - o 2R LAETH S
5 (BB 2024b), L Ea—HEEDEEICOVTH, &R
I$1E 333 [N ES5 10, av Ty VRBEHEELTRZ D
RE, BRIKIGLER - RN AIEETH B,

423€*aV74

—MEm e LT, JavaScript (ZBEAPERICL 2 EF 1Y
T4 LDEREAH B, JavaScript D O— K EZ BB B HED
PERA - BALAVWZ EZHADOFHRE LT, AFRDIE
EFEDHBA. JavaScript 1F. 1) £FEDOAH (BBE) &
OB T274—FNy7%2BBLT 2) 3—ARDT —
AR—ZANERTFEL.3) BTZOAREZLE2—E L TE
RT D, ZOLINCA—YFDOANELET S 3— FITEES
Lo b ERBHABEREIEL., 7RRYA MRIUTT 4>
7 (XSS) ThHA5, LhL, UTFICRBLHIC, RIER
FETIEXSS ORMBEZE LA,

9. EBHEFZT TIE. Moodle ®a—XKWI(Z JavaScript
DIA—RFEZEADZIENTEDZDIEHEAULDERE
DaA-HIZROND (FE 2023) 7= EEHL v A VA
DRAMECEXHEEDREL L TRV T M EAAL
7=& LTH, Moodle BT RTHEPICHIBRT 5, L7z -
T, LR T ICHSHEE (Whip 2 xR XSS) [FkZ s
(A

EENT 7 IV ORFEEY —IL%EFE > T JavaScript # &
BUIATIRE, BEORBEAATIHBRWAKRITRY Y
ThEEANTHIEEARETH D, FAINIZRI YT
NEZR—Y L TOHRMBEZFEDIHE L. T DFE (DOM-
Based XSS %) #FF 5 2DIEHDEANDHATHY ., 1
ZHZDE I BRI AERARF L L EBERICFIETH S
ZEML, TITEERBAELRBDODNDG, 272 L. EAZ

NImRT VT EDT —RZR=REANEREFEINDIHEICIL.

UET —ER—ZAZFIZE=ZFENT /LR L-HEICHEE
(BRER XSS) ¢k 2AEEMIEHS, LA L. Moodle N
THREICE > TEITEN S JavaScript (Z. H < FTHEAE
FEICEBDT IR ELTUEBIND -, RIARFEICHE
STA—RARDT—EZR=RIZT—REEZEZALIICH,
PlEY 7T MEEERICEIBREND, £oT. £ 2
IS BBHER I 5 AL,

RILCERT, AARFRICEVNTT —ER—IAD LA
HEna7T—&ICEEAI—- FEFEINIRMITAWLT
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Ehn, ERIICHEIEBEDRI AL,

LD » T, AAROREFEZOHDICIE, 2L
H XSS ICEHY AMEIE AL EF a2V T+ DEICEEL TH
BOBEIIRETHAS 5,

FHELRE

HETIEARREEFEOAEDMZZRLAHN. BELH D,
BLEICRREZL YA ZDOHLODOMENS H, LE1—
HEEEIC O WTIEAIN D A ZNUADERS . B R ILHR
£ Ul AMEWICK W EREICDWTIE, 5lEmERE L
LTEENS,

AKFEELEZOHDICERT 2 L) AERNARMBES L T,
AF %L JavaScript ICL BRETH Y. &1L Moodle £
NANLTTYTEEBELAWI EABIFoNE, ZTDRIC
DWTIE, REYyPU Yy E0EHEA HTML EHRIC
“data-app-url” BHETHZL v A ~D URL 2 BEL T
BLZET, ENALTTVTT VA LIZHBEICORT
FIPROR=I AN I - EFESTDEHETHIET ST
ERENEHTHAS (Martin 2024),

ARARTIE REFERICL T EKEIR—LD I —HAH,
BT 574 PABOT Y- avEEET DD
ERd, LE2—HEEEZBML T, Ly R OMEEZ N
ETDHIEDAETHD I EERBITRLZ, £/2. ZO
BuhEE, hoOfEL - BEFELEBRT S LT, #iEED
BEOBIMOEWMNICKRIET 2L &I, HAICL X%
BAET - RAAIRE TH B A SICODWTHER LT, L
MLAEARS, B1IEBICHERRIZL I, REEFETIER
BfiA JavaScript @ 3 — FABMLAITNIER S AL EWLS
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B AL 2 - W28 L R — MERGSKEE Moodle 72 2774 > D
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BH =& FHJI W T

=

ARE. 2024 FEHAR L — Rt (MAJ) 2330 T 205t (R&D) Tuy =7 McFREhizT7—
< TEEIE O/NT A P ZERFESRICHT T 2458 AT ¥ — iz X 2510 DB RFIR 7225438 7 — 2 9k (BRARE
M1 12024 E 9 A) BT A2ARMRBIEICOVWTHE T2, ATnY 2 F P TR, FHEHIRTLTHS
Moodle FICHESE XN REA Y T4 VFHis 27 4 ‘STACK' ZHWTEME NN T 2 ML, BB
a— 2AFTBFEAEPERIEZES L ZBOREEET — X L BEXE, £ Al ZHWTHBON T 2 FEE26HE
F e FELU T, HHNEAER AT Y — ‘OpenAl API 2IEHLTW3, A7aY 7 MiBWTIE, T
D 2 MEEELIEMRERE LTEM Lz, F—1C. MTF R NOFHMliEF L BIG L -BE T — X 2RI,
ZAEQEEES B X CHRE ZRRRVIMICGEHES 2 T 7V ERET Lize ZOETFTIICED, ZEDPREEZ YD
o bExEr, HEZVEFE EOFEICY DX SICER L TWS2E0NAlREL Uiz, 12, FEA
D7 4 — R Ny VRRER IR T 27774 VOB EER T o7 ZOT T4 VIFERK Al ZTERH L. %
E—NOEDIMEINLE N7 4 — KN ZEHBAERT 2HREX A TWVW5, ZAUc kD, FAEOEEITH
PIREL, BOCXEEZXE TSI ZHNE LTS, U EOEHEZEC T, 87— X aMoBER L2 X
2L ediz, BEBAERGICBY 2R AIEHOERECHE T 2HMAEZBLZ e 2 WG T 5,

Development and Implementation of a Moodle Plugin
Supporting Analytical Report Creation Using Generative Al

Masumi KAMEDA* Mitsuru UDAGAWAT

Abstract
This report outlines the research and development activities conducted under the 2024 Moodle Asso-
ciation of Japan (MAJ) Research and Development (R&D) Project, selected under the theme “Indi-
vidualized and Time-Series Analysis of Multiple Quiz Attempts Using Generative AI” (Notification
of Acceptance: September 2024). In this project, we developed and implemented a method for auto-
matically analyzing the highest scores and corresponding quiz questions obtained by students through
multiple attempts on quizzes created with ‘STACK,” a mathematics online assessment system inte-
grated into the Moodle learning management system (LMS). The analysis was conducted utilizing
the generative Al ‘OpenAl API.’ The project centered on two primary research and development
activities. First, we designed a time-series evaluation model to assess students’ learning progress and
understanding levels based on their quiz scores and the established evaluation model. This model
enabled us to analyze how students improved their performance over time or where they encountered
learning difficulties. Second, we developed and implemented a plugin to support feedback provision
for students. This plugin leverages generative Al to automatically generate personalized feedback for
each student, aiming to promote active learning behaviors and support self-improvement. Through
these activities, we successfully enhanced the accuracy of learning data analysis and gained valuable

insights into the effectiveness of generative AI utilization in educational settings.

2025 Moodle Association of Japan



MoodleMoot Japan 2025 Proceedings

1 1IC®HIC
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EE) TEIAN—Yar 45 ZRHLTVWS,
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DM 2 0t (08 - 1787 B EBUTIC D 7
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A4 77V — ‘MathJax’ Z#AAA, & 512 HTML
V=R 7 7 A NVICHR S A T 4 ‘LaTeX’ MiGD
TeX a~ > REHAAATHIGLTWS (BH - F
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MZ T, Moodle ® /N7 X+ (Quiz)) HHRE
AL, BEMEOREPEEE 7 v X a{b LT
HEL, b o@E 2Rk, EInHto
1E#% Moodle ¥ — NEEHBEICHIMI 3T 2 8 E >
AT LADBREE Y, EHRT 5701, HALHE
AT L ‘Maxima’ EBEEA ¥ T 4 VEHEiS 2T 4
‘STACK’ ZFIEH L TRIGL T3 (BH - FH
JII 2017),

T ZETOD e-Learning & A 7 A 3% %212 il
EEIRLTVLYT Y VMEETHE (F—ILE -/ —
TILEROHE).

2020 FEEED COVID-19 1K 3 % anr FHiic
&b, eLearning ¥ 27 213 (FFNTAA) 2=k

* 7V =7 v (G WLB/NEFHTIZIL O REERIRS) e-
mail: mxcnn668Q@Qyahoo.co.jp
T ZHBAY, e-mail: udagawa@nagoya-u.jp
*UIREICIEREIEY 7 1 v 27 TExcel) THAEHA 2R
a~y FeEET 20 AEREOHENARELEL T
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System’ Z H W ERRIZ R ICHAT U, JREEARIRSE
TOFTERAMNTE 3 & 51T e-Learning ¥ A7 L%
Qs - BF L (Za—- /—TILBROHEE), 7
DEAFED —D1Z T3 R 5EE LU 2> D 1 A 70 B D Ed
BRBRIE N2 BT 2 RO IBT 2B % FEEH
T iR U (BH - /)11 2022). (KAMEDA -
UDAGAWA 2024),

2022 FFEtEHD B T4 AT (Generative Al)J 23R
fSh, BEBGANOFEHI KDL 51T 5
7o (£ Al BXDOHE). FIRICEE S B ELF
@ e-Learning ¥ 27 2% UTHAER AT 25FI5E
TEL2HAESRAT L2HA -FHETIERNTR -
Too ZDEEFWVIT, 2024 FFEICHA L — FLE
2 (MAJ) OW5Es¥ (R&D) XE7m Y =7 b
FH XNz (KAMEDA - UDAGAWA 2025),

AT, ZDEK Al BROBEE T 25T
BFEICOWTHE T %,

2 TITAUTORE

ARMTMET 27774 (MR, (KT 527
A ewd) &, EFHEMY X7 L (Learning
Management System: LMS) ‘Moodle’ 12&% % &
g BFIcoEEhs UNTR M) ERED SR s
T (1§50 BRUORENEZAAHL T, EEEIC
BUT MER AL 18X 27 4 — Ny 7 24ERT
55DTH5,

K574 F. ROFIEITH-> T TKRESE
E£7JL (Large Language Model: LLM) |*?%
HOWTotfiLTwa,

e £1/E: Moodle TR 2/BIE - (e
Learning ¥ A7 &) IHAAENTWVWB/NT
A D BRE BB RIEET 5. AT Z
OH1EEZ UNFRMER Hews., K1T
BT AT Te-Test=1ZEMER T X b 011 (14

*2 NTHIBEO—RET, HASHENH (NLP) 0% Cffif X
N, REDOTFR M TF—XE2¥F LT, NEBIHEHRT 2 X
SREFERIR - BT RN EEFLIZETALTH %,
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BOML, ERANRERERR Y 2B T 5,
RBABTRIOHE 2@ TREEEDT &
YW, X2 TLRHEX N o BEAHE
BER ey BAME) TEBEBOER
31 B EBHIHE TG LA 0h B,
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TREENERICENTVA  EHATHETE £ 9, EXREROBBPABERMNALoNOLTVS
7. SHLZOFFTEHTLKERVTLE S, —A. IOFEDRFEERTHB L. W< D
HOBECTHENMEVEEDLVET, HELLEBLTH, —$5EE2ToTVBLEZFIN BIC
FUSTBEBZTNT IS, B, @ETHAHSBIOSEPRED 7ALRUIOVNT, EHICE
<CEBRLTHBLRVTLE S, 2RERDB75ICIF adicional (BMAYZ) MIEEPCSEEEE
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Y7 A M 2 7 2 ‘STACK’ *3% o [ RE TR R
ENTVDE) ZXR - FBIRTEZ X5 1CL TV,
(2) NTRAFEBRL TV REMICEETA TS
HHW. »2VIEESITREHCENER e 05 T#
HRPEEEE ) RWMELTVS, BIZIE SR
3 5/NT R PHREYERDBRIRIE TR
NTW3 0T, M2 HESOMBME TS HFEXD
PIHMERIE RERDH T N5, (3) FXEDORE
X, ZOMEITNT 2 FERFOEA. BLU2
FAED/RRD O, DR E T 2HEERNMDE
B2 b % HUE U T MO 72 FHIE 2 1TV, E HICe
RN U TR EZ1TS 2 2T, Sy
ADOBEI—-RIIBIF BN A MOGERAZTTICILE
HRERREMCEHiiT 2 2 2B LTW3,
(4) ThoDatic kW BIEY 7 T8 2B
FEVEE), F72039 2 EEEI I L CE DB
RINIEC/za Xy b EERKL, FkaxXy b2
BRICAT O REFEHICHET 2522 HEMN (£
WHEEIT) RIEHLCES 3%, (5) Frc. i
MREWEZT27 4 —FNw 7 - axXy MR
RT 2L T, SRO¥ERTS LTO Y MO
TE. POEFIIHNT 2 EFN— a VA LICER
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L7RT5 74 & RO 5 DD Phase TULHE X
NTW3B,
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Web R=F ETARI XA —XEHEEL, DHH
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task) | *4Z LR L. LIS HEE L 285 X —
RIZIG LT, Ny 77 o9y FTHRES I
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Adhoc task TITbN 3720, XA DEME
IR 2 — PIZIE5E THEAR R STV S

e Phase 3: ZHLIEX TR a—LERD
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FEITXN b, Phase 2 TIEHEX .2 ZzhZh
LLM THHEL., ZOREZMEL 72DIT0ER
BEEW LB ER 2 o (BEEREDN) S,
EEEZTHEIES

e Phase 4: & D¥AEICOWT, MEEHED
W ORR & REEOZERERB LU ZDEED
SR r e e, LLMICXh 74 —F
Ny 7« aXyve4ERT S

e Phase 5: #fMIERENZT7 4 —F Ry T -
axXy RIS, BETES

FIREER I 21TV, ZEANDT 4 — RNy 7 -
a X > bR RS D RD DI HEE R
OHHFERZFH L TWE DI, BRiBT 2 AN b —

* ok RETHIC, BRICEBIR TV PR R Y
., ZOBTBMTE 3%HETH 3,

*5 e LR, SETX R 2 2 HEBIMICHEITT 3
72D DHRET D %,
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7 YR OHIRE X CFHERR 01X 5 0 = 21T
2ZEHNELTVEEDTHD, i, kK
AN IFABNNC X D FIREZEZR 77 B D il R D 2% 24 MEfE
#3 & UF Phase 4 THIH T 2 HNICEIEZ ATREIC T
5Z2T, 74—FXNv 7 -axXyroEERLED
ARETHZLEZATWVWD, BHERF -4 7
ar+t 7+ (Proof of Concept: PoC) 1*6d 7= 5
L TVRWY, BROMOME, B LOFHEITH
T2574—FKNw 2 aXy ORRENT, B
EoTT74 =Ky 7 - axy oY T 5
Frzy 7 BANITOIREERDHZLEZTNDS
(he78 7 1 2 2 3 AREE ) o

3.2 Moodle TD LLM OFIA

KT Z 74 2 Tlk, LMS ORBIN—Y 2 ¥ TMoo-
dle 4.5 2 S HFBEMS N7z TAL F7ONAH
(AI providers)] %@L T, LLM ZFHL T
W3, 20O Al Fu 4 XiE, Moodle A=z
527574 THD, BEOEHD LLM 2
LT - EHEERTE 2 LS HARE LR
L TW3, 7272 L. Moodle 4.5 D/ BHBAGARIRE
TliX. OpenAI*, BXU Azure AT*0 flIcHE
Sz Al e XERED ARSI Nz, K
7574 Y OBFETIE Moodle 4.5 25 HE S
TWwa TAI 7Ta A &) fREr v T7 %2 b
A7 7 ary) WEEZHHLL, M4 TRYE
A4 v F THEH) 1ITLD e-Learning ¥4 + TDE
AT BEREDSFIFHFTREE 72 DL K AT v =1

ORIGE T HLOT A F 7 MM K TIATRE D
Sh, WIS N2MRPH 202 MEE S 2 7-D12iThbh
570 RTH 5,

TRB T A
releases/4.5

*8 f@EiY A b : https://docs.moodle.org/500/en/AL_
providers

*9 JEEFIEAN OpenAl, Inc. & FRHEOEFIEAN OpenAl
Global, LLC 2 ¥ b E 5. NTHIHE ZBHFET 2
TRAVAIDRETH 5.

*10 Microsoft 2342t 5 2 AT BHH¥D 75 v b 7+ — L TH
%, WEEE. BRSFBILE, BEGEEHR Y. Al BEO
ey —EAZMERCHATE S, A& b, Al
PO TREZ AR L., MABRAER AL ez 7 7Y 7 —
¥ a VICHARL Z L AFREICR 5. AR AT - R
12l 'Geminil 2% %,

https://moodledev.io/general/
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TRTOIA—FHABBEICTIERTEET. LHL. Hirkld HHRE C1—FzEmicTs
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OpenAl 23432 LLM 1213 1 TRl T
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H%. Al 7ang IPFARRICLTWSE Y —L
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ZRT,

ET M Ko TFEYHEVORERRE Lo
TBH, METVOMREZEMNT 20, it
TLVOERAZEMRT 22D ML —FA 7R3,
IM b—=22VF100 F =2 Vb 0BREER

*LL 22 4+ https://platform.openai.com/docs/
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34 FAOYF LTI S=ZTFIUYY
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R EEET I O XS RWEEITS RNE DR
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KT 74 VKO ANRE L2/ A b
. REFERNROBFEE BT 2 #FED 2
VTUVTHDB, ZONTRAMEEUFET BITERD
ERIRTLDBREL T 5,

e HTML: Web R—Y 2T 2> 27 4
2 <. > <ul> RY

o TeX: 2 ZtBAZRI T 2Rk 27 4
S0 \(\),\[\], \sin(x) 72 &

o STACK: ¥ #H/N7 A b & HEIR R Z1T O 8
FE T4 VRHiS R T A
274 . {@.Q}, {@sin(z)Q},[[]] &¥

e Maxima: ${=UUE> 27 4
& 7fl: x"2-3x-4, integrate(sin(x),x) & &

NSO AT LAEHEUNHASGDE S Z T,
FRREIIE T T 7HEKS AT & ‘Gnuplot’ %
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72BN S R T 4 ‘GeoGebra' ZFEH 3 %
ZET. RERBUENT A MREETE 2, BB
6 1%, SEGHNGE U HERE BENEDR
W) o—HTHs, B, ZOMBEIIBI2HED
XM, B&OEREIBELIE T ¥ X 2ITHEERT
Wb,

MFRb [EFRA]

(3R] ROFEEDERD K.

E*ﬁg © Question

1. AR
2
f dr = A;.
—4
Ay = ]
2. ZIER,
1
f (22° +1) dz = As.
0
4= |

6 HHT BBCEBED T 2 P EARD

Stage 2: OpenAl API AODASBBEHRT —4

OpenAl API N5 ZE S AN HOERT — 23,
M6 OlFHRT—% (HREHEAT—%) 2ETDTIE
2 BB O/NT R AR S5 HTML &
ROBEWT—& (FF A VBT —%) Z9lZHEL
TWd,

RONEBIEEHEHEORFERBETHD, COBRIFTEEI X
FL(IMS) DT Ty b7 #—Lh "Moodle” ¥ 3 B/ 2 k (Quiz) 1
BETHBRSNEOYT Y THD. SHITNTI FOMBERRIE,
FADTA T ARFEY AT LSTACK THEEIhTWS. 2FD
HAEFONER TeX B (NI £72E N\ 27%2EH) H&
U STACKKER (H@.@Y 27 %ER) HMERSIhTVS. COXE
2E HIML X TERINhTWS. COXEICH L TREERY
BEBHICHBLRERRA Y A BENER @# - 7—7 - T8
BY) ZHHBSLTHEE L. SSITNTIMEROREEL DB
BIciE, AR CIC1EUE, 6ERBEOHRFNERR IS & UH
Bt k. RRONFZ SODHBICITHE LBFENERE, hTZ
rEELRLAILIC, AREE2RLAILICERELERESIC
HTMLER® 7 71 LICH AR Ko 7275 Ly TeX FZxl, STACK fZk
HLUHTMLERICE T 2HBIIBFHERICIIZHHRL.

NFRb [ERS] BEKE
[FRE] ROERDZRDE.
1. EHEH  \[\int_{@a1@}{@b1@} \.dx = A_T.\] \(A_1=\)
[[inputans1]] [[validation:ans1]] [[feedback:prt1]]

2. ZIW | \\int_{@a2@}*{@b2@} \left({@f(x)@} \right) \.dx =
A 2.\] \(A_2=\) [[input:ans2]] [[validation:ans2]] [[feedback:prt2]]

7 OpenAl API "D T — % (Input)

7 H, OpenAl API ~N5|Z¥E L GHT — &
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(Input) O—HBTH 2, KB D5 %FETHEHRT—
225070y ZITHREN TV, HitizBn
T, %IRRT % ChatGPI A 7 % 2 ME
ROERT— &%, BEICBWT, STACK HRD
7 XA MEXDERT — 2 2L T\ 5,

42 OpenAl APl ODHENREZEHZFHHEK

ZO/MITIE. MAREROWE 2R EEE 5720
DR % T 5,

£ 6 (WHEE) X, £ ATl Y= 50N
HOSNEZED B HEICOWT, @HMK ChatGPT
4o ZFHOWTRIEXOHNFERICR 2 X5 ITEEX
BIMERTH S, BB7r Y7 ME TOpenAl API
ODHIHEROFBER @D B HREHZ T & LT

[MREERSE]
1 $prompt .= ’ ROMEXEMBLDHIC. EICEDELSH
HEBDBEMFIZL T ETV, BBEICUIELTHELT

HTLLEEW, 7;

2 $prompt .= $question -> questiontext;

[AXY FERE]

1 $prompt .= > RODEEDYI FIATO/NMNT R DORED

5. FEICHLTRRTS 74— FNvIIX2 b% 300 X

FEETERL TSI,

2 D FEOR/E - FEEEERLT. SRIOBHS

E5BRAXVPELTLESL,

3 D BB 2TOBRIF NS 1 OMDEE L3182

RTRIN., "-"OBERIRZREBDFT,

4 C BRMIBRAERRLIITEL, oFE KL

T HRHDBH D ESHICOVWTHERBL TS,

> .PHP_EOL;

5 <<< BIEEIEFIL—T >>>

6 $prompt .= "{$quiz->name}® HFE{$qcounter}f

TY, COMBIRUTICOVWTEELTWVWSHAZHSEET

Yo ".PHP_EOL;

7 $prompt .= $question —>
questionunveil.PHP_EQOL;

8 $prompt .= "TC DI SRADETDODEED R

# 1E . {$question->scoredistributionquery}T L

fco ".PHP_EOL;

9 $prompt .= "CDEFEEDF/RIF. {$gscore}TL

fco ".PHP_EOL;

10 $prompt .= PHP_EOL;

11 << L—=TF&bD >>>

12 3¥$question -> questionunveil DERH ICFIRENX D

Sl LI A TVET,

—J7. FELRFR6 (RKHE) SRS NTTTHR
Wi THAMROSEZ A EX R0 TIERL,
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HhEnkLR—FNEZER LT, FRICE D@
MICk2 X5 ICHEE T Y 7 2RD & 510HE X
REA
Step 1: #IA7O> 7k

KIS 74 v 2HNT, AR AT Y — ‘OpenAl
APT Ik 3L R— 2 hahs e 2HN
WLl ar 7 (W) Zid#is 2,

[MEERDE]

1 RONEBEIESHEREOKRERETHD, CoBKIEE
BEBOZATL (LMS) DTSy T A—LhH 'Moodle’ &
T3NTRE (Quiz) BWEETHEERINLIYTYYTHS.
2 T5IINTRMOMERRIE, BEAS S UFERT
Ly ‘STACK* THRIhTWLW3.

3 DFVBXESTXEIR ’ TeX TR (N\)1 Tl
N\[\11 29%ERB) &V sTACK ek (T{e.e}y 24
=) BMERThTVLS.

4 CTOXEL2M&IE CHTML ERATERIhTWS. C0X
BICH L CRIBMER T 31 OICRBAFE R Y b L3 8HF
MER F#E - 7—< - TERY) ZHRSLUHEE L.

5 THINTRMEROKREZHDHEICIF, KB LI
1EMLE, 6EKRFOHENERZHMS JUHEHEL.

6 BREDOMTZ LOSREICITHEE LEBENERE, T
ZFEELRLANIIC, KEZEHE2RLARIVICHE LI-ERE
FIC HTML RO 7 7rILICHAE K.

7 71=f2L. TeX HR, STACK ek, & U HIML FRICH
TRHBIIBENERICIIZTOHAL.

[OAX> MERE]

1 ROXEREES S ZXATRESIINT R FORFBRT
H3. COFEICHLTERICEAIZ7r—FNAyIaXY
FEIEEHENSD Ry E—TJ LT 500 XFRERETERY

£

2 O 2TORRIE, 0 h5 1 OEDEE L BFRETER
tah, "-"OBRIIRZRTHS.

3 L FEORE - FRELFERIVEERSLT, 5%

ICDBHMBELESBAXV TR L.

4 BEERREADOLANILEMOZELDLEL, BULAE
BECOBEICIIED T, BRBJIFFICAITEEZRRIV b
(RFBERREADPRHVEEER) £, TS5 THVBEICIE
BAERLICAT-EENREERT > b (RERREEDDEW
MEER) ZIREH L. PHP_EOL;

5 <<< FEHEFIL—T >>>

6 TA7O>7 b1 LEA—DHETS

7 << IL—=T&bbD >>>

Step 2: FEZ7OY 7k

AR AL Y —JL ‘OpenAl APT 25| =8 31EHR
T —ZRIZDOWT, Moodle 4 MTHAELTWE K
FHERAFEERE O/NT R b TR, Bk
IR LTS AT 4 ‘TeX &2, T v X LHIE -
FUAREE - BEHRRREZETS TV S A
¥ I A4 VEHii A7 4 ‘STACK %2, EHI1c8k%
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‘HTML’ JEACHER T — X 2 mESIE TS, Z
W, BT —XICEEN 2 X7 BT 5 0k
WOWTHANIRE - X €2 X517 m 7t
EIEIE L 72,

7B, STACK B & F MAXIMA %2%Ef7L TV
BOKRITIHRT — 2 Z2LZ L TWSDT, 7K
LHEXIN TV A HES X CBEER Y idkiI T3
REDER T — X122 > T, (L LAERKR AL
Y —JL ‘OpenAl APT 133 UI%E D TWAHEHRT —
ZEGEHER L TND LHBLTW5,)

[BEERDHE]

1 ROXNEBRESEHEREORFMETHH, COEXFF
BEEO AT L (LMS) DT 5y T +—Lh' *Moodle’ &
T2NTRE (Quiz) BEETHERINZIYTOYTHS.
2 TH5IMTR FOBERRIE, BET A VFHES R T
Ly ‘STACK‘ THRIhTW3.

3 DFEOHKXESTOCXEIFR W TeX TR (N\NC\)1 FiF
N[A\]1%29) LU ° sTACK o (T{e.e}y £/IET[.]1]1
2J) PMERThTVS.

4 COXELMEKIT CHTML X THEBINhTWS.

5 COXEICHL THERRTIEHICHRELREZRI> b
CHRIPFNER H#E - 77— - TEAY) ZHE L UH
He k.

6 THIIMTRMDEROXREZDOBEICIE, KREIC LIS
1AL, 6EXRGEOHFNEREZHMESUTHEEE L.

7 7fef2L. TeX R, STACK ok, &L T HTML FRICE
TRMBISBENERICIIZTOEL.

8 BIRDINT R FDPHBICIETARTOHE LI HENER
ERODESBRRAMERTHEHBRILY.

9 DED, INFRMDRAMILESE L RLAILIC, KET—
REZE 2 RLANILIC, BENERZE 3 RLAILICHAE
3.

10 e-Report =% 01 [@

11 [EfE5n] EAHHE

12 EREROERS

13 ZEXDERESD

14 [EfES] BEESZE )

15 BESS L UFTBROFE
16 ERESOME (REXH)

17 e-Report =% 02 @]

18 [[L&ES] % 1 BLEES

19 BMRLEED

20 BIRESEDOER

21 [L&EED] % 2 BLERS

22 BEARINRT 558 2 BILEES
[AX> ERE]

1 << FEEEFIL-T >>>
2 THE7OYF b1 LE—DHETS
3 &< IL=TH&bD >>>

Step 3: BE/O> 7k
KT 574 Tl BRSO S TREER - E B3R
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AR AL v —u ‘OpenAl APT ZHWTHH» D
RIS ELVWO T, MEEZESHE] T
SELMERT— &2, TEMEAZHCTZEY X
MEATHIEIE S X5 1I/EL T2,

43 IZNTRMEHEE BT LR — ORI DOWVWT

CO/NEITIE T T4 7 2 Vil & T
LR— M) ¥ OB OWT GFRRHEET
H2D) HEREREMET %,

INT 2N EHi & AT L AR — S EHE R 2 ICHES L
2IBIEHE 53 NI L THEEZIT- 72, SHEO5HT
MR LT A NMEIE 1»0E 6D, &
DB UTFHEANEZR 4 CE L DTz,

£4 hF 2 RS )
I EEEEEIETETET

g | 50 44 47 46 46 48

JB1EE DEIRIS RNENL%Z Ry, Ra, ..., Rs &5,
7272 L. RZBROHE I Z DI NER % FTfliE 44
W21 BMNA BT R IENICEE Ulze B 25 2
INTF A NIARZERDEGEIE Ry =45 ¥ 7%, Z
D ¥ = 6 HDER OfREH 2 BIEEH & D TNANKRE
yi | 253 GREAVNIVEEHIEDER TH B 2
EETRT )

iz, IENTZT 4 —=FARw 7« aXy VK
WAL T, BEITHoE 1 EENEZDAX Y M 2
5 BeBERHE {1,2,...,5) THE L7z, ZOHIERE
T TENREHM 2,0 5%, ZZT. ZOFHlidEW
HETHII TS NI/NT 2 b D/REAGE S EV
CHERIL THIlI L W3 Z 2 2R T,

81, ZhoHEFEICL Vo -RIEIEE
BHD2RITLT =& (x4, y;) (1 =1,2,...,53) &7
oy b LEBIHRRITH 5,

ZorE, TEIRFM x NHAEFT) (3AHBEREL
r=—0510 THH, t REZRIToL L IA2HAR
THote (df = 51, ¢ = 4.231, p < 0.001). & -
T, FIRFHED S 225 LB AFHIKLS RS 2 v
Z 5,
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ENREFME x IEG &R

BIES ]

8 HIREHE x NEAL&FH DK

Sz U, <V LR MEROEEEIZD
BIREDH D NZ B R L,
44 HIYLKR—FEROARINT =TV R
SEOH=Y LR—MEKTO 2 OOFICBIT 3
AR MNRT =< Y RZODOWTHEZITS, ML
FBIBEEN I ANTH-7-2enn, F—27 I
BT 2RDEENGHD (£5), Thbb, ¥=
VLR — MEBICBWTHHEE 1 %472 D4 12,000
F—=2 U MER I D05,

%5 FHIE 1AL D DAMA b — 2 B
mERsy | 240w | g

H H

F—s ol H % 700 \ £ 11,000 \ £ 12,000
SHEF
AWFFEHA L — FAHE D 2024 £ EIFFERHFE
DIEBEEZITIT-HDTH 5,
BE R
BHERE - FH)IE (2013) TMoodle, TeX,
STACK IS &kB38ED e 79—V 7D

WA I HEAL-FLGE2LE KRS
R LE 1 & pp.22-27. https://
moodlejapan.org/file.php/1/2013_Moot_
files/MoodleMoot2013Proceedings.pdf (
F8H 12025 4 4 H 30 H)
BHER - FHIIG (2017) T B FHHERER O
TRICTANT 7= U B E e-Learning OHL D

53



MoodleMoot Japan 2025 Proceedings

# 6 OpenAl API O E%2ED 24K @HER CahtGPT 40 %AW TIER)

H B

" B

1 B - BARMRAERZ S

il S Licwhrzflin{fHET %, il : 20 CSV OFl A v%| B O
REEBEHEL, IRRZ 5 712U T, I 5 ITEHNL TV,

2 7 7 AR - NEZ BANCHAT %

T7ANETyTa—FRLES, 2077403 A0 2 SHETHHAT 3,
i : Tsales_data.csv 135 b7 — %, FNEHA, JE&. SFETT,

3 WO Z2IEES %

WO (CE, X, 797, a—-FRY) 2HRT 2,

4 AT v TINA AT v FIED D

BRI 2 NS WR 221230 T, — B3OS 5,

5 7 —IR3EEn 72 kD %

T —FERICHME TS —NEDTRTHAT 2 XSS %,

6 BBt EHEE 2

a—FomE (— FEERY) ZEHLTEHELS LS IKET 2,

THAT2I7A4 77V REET S

¥ % Python 74 72V (ffl : pandas, matplotlib & &) ZBH/RT %,

8 B EF v 7 EED

RAER DN RZH NS E 5 2 & THEWIZR S KD <,

9a—FpaxXy Mi5EKkD 3

a— RICHAFEa X Y M2 2 L5 IKiET 5,

10 R OZEMZ2IZ-> EDIEET 2

D LAEETS %o

A7 7 A VERX B png REF. £V — MEA DMIEE 3 ALETRY) 2l

B NAsFEETEN RN RAEIREE e K 29
R ICT MR X 2 BEUEMARERER
#£ 29 % pp.86-89, https://cir.nii.ac.jp/
crid/101000078183907559571ang=ja (R
H: 202544 A 30 H)

BHERE - FHII (2022) [ bREELIEE R 2>

BB DR EREE N Ic BT 2 IR @ IBT
BT 2 RS ~Zoom B & X Moodle &%
FTE~ ) H IR 2T S 5. 2022-CLE-
37, pp.1-6

Masumi KAMEDA - Mitsuru UDAGAWA (2024)

“On the Testing of Linear Algebra with
STACK System” . International Meeting
of the STACK Community 2024, https:
//doi.org/10.5281/zenodo. 12755221 (fif
#H 1 20254 4 A 30 H)

Masumi KAMEDA - Mitsuru UDAGAWA (2025)

“Practical applications of STACK ques-
tions in university mathematics classes
and their transformation into multi-
modal formats” . International Meeting
of the STACK Community 2025, https:
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//sites.google.com/view/stack2025/ (l#
ABH 1 20254 4 H 30 H)
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F—RZR—REZa—NDAXY NEHNT 714 RF

=M
BAERAY

Moodle DF —Z X=X EY 21—/ (LUFDB) &, BEMER T TR—2 DT HFA 074 —IL FEZBRICEKE L.
HEH - PEICT Y MY ERBES B ENTEDZESHTHD, THRNAESMERTZHDOFEFHE L CHARETHD
M1 DOOREELT, 74—FZLFEERY, TV MJICTAXY P EINEHEISBAPRELBEVNE VIR
mhb D, S, COBRBEEBRTD-0DT 774V EBR LTz, K777 1 1& Moodle DEARHERE D &% F] FH
LR E B S TEY XV TFHF Y ZAPTLRT W, F7/2, ABEC/NT X MEENY 7R EICHIRAIREEE S D,

Development of comment notification plugin
for database modules

YOSHIKAZU ASADA
Jichi Medical University

The Database module (hereafter referred to as DB) in Moodle is an activity that allows instructors to freely design
pages and fields under teacher privileges and have both teachers and students submit entries. It can be used as
an activity to encourage active participation; however, one drawback is that, unlike forums, no notification is
triggered when a comment is added to an entry. To address this issue, we have developed a plugin. This plugin is
an extension built solely using Moodle’s core functionalities, making it easy to maintain. Additionally, it has the

potential for future expansion to other modules such as the Glossary and the Question Bank.

1. EL®IC

Moodle DT —Z X=X EYa2—/)L (LLFDB) & 7
—ZR—=] EWHEEDEY., Moodle OEENE L T
GHRBRT —EZR—REERTDHDTHS, DB IIT7FX
FOTOFREY Fzv IRV I RBEDT 4 -V %
HAEhETHBAXETE S, -, AANBAEVCERRE
HICDOWTIE, BEEDOREZ HTML 8LV CSS IT& -
THABT L EAABEETH D, NA T, JavaScript % F)H
L7-#fR EEAlgEL R > TW 5B,

DB i Uty b]| LTEBEVCEBAEHRICEEIN
-H DL FBEREE R -TWSE, 2O YLy MIFHE
BREDEAEFELTCEY, ZEENBLOFVEREHRT
B EREICHEVHBARLBLLDEGE >TWD, ZDT
O, 7= T LVBEERELRALLI I, BEEEHICALZ
RBESE2EHCHABAETH D,

ToIC.DBIEFZIV MY (BBINEAR) L. 3
AV EOTFREDITBEILEAEEL R ->TWS, FEER
T THFEEDIF IR HEEICE -y a v DEERY
LTIBENHZ DD, FEEM, HHVIEIHEE - F
BEMOA VR0 avaE0RBEERNTHI LD
AL ES 2 —ILEH->TWB,
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ZDLHIC, DB IEFHMANAEZAIREET HEY 2L
Thbd, —H, TOXREAE LT, PEXEICFEIHH D
HLDTH BT L JavaScript ZH T %354 1E Moodle App
ICIERBLTELT, 7778 00RfBICREINTL
F5E. BRENPBITONE, £, 74— T LF LK
LizBeankms LT, T hJIZLTaxy bdfTE
INFHEITBIADN R VWEWVWS HDONH D, FAENBERE
DB IZT7Z7EZRALABWRYIE, ZOT > b YIZfHED DA
YEDADONTWVED E BT ARALNEWNS T LI D,
IO, AEEWAAEERFL TCERLI-ARTH >
7o LTH, MAEINIX Y FICEOHLTICETHEAIK
hoTLEIZLTLHYBDZLLEND,

4[E, DB Tldax > MBAA AL E LS IRRICITLT
~N < Moodle Bom—hIL7 545 4> [Comment
Notifications (3 x> MBA) | ZER LTz, AFBTIEE
BRICER L7277 74 v OB Z0ERAER. BIROE
BEEROAREEREIIOVWTRRE, BB, 77554
VEBEICHELTIE, VX O— FOER - BEICHE LT
ChatGPT B L>OEEL /-2 L5252 T 2,
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2. kLT F74 VAR

21 T34 VOBEBE
EENMERLIET I 74y —ANLTZ 54>
lNocal_db-com-notificator] T#&% Y. Moodle 4.4 TOE
FEREZIT-o7bDTH D (GitHub 2024), FHHE L 7-14EE
i, FIZ DB > bUIZaXy bATWEGE, T2 b
UoEfRE ICBRAE®ED] LWL 0THD, BIFEDHE

A 7LD Eh-THEY, KELDIFTTUTD

BB o5,

1. Moodle TERETEHA XY FORRICEWVWT, XV
FF5 (comment _created) DFE4EZERT S

2. AAVIMIEDARY FDRELIBE ZORNBE#
L. DB T bPUANDIFETHEIHIENZAND
(comment ® component #HEZR9 3)

3. DB v hU~dEBEBTHNIE, comment 1EHRICHT
fETHT Y IDv2—H IDZEEBL, Xvt—
JHEE A W TBAZTTS (message_send)

CORTYTICBWTEER I &L, - xF-
7=Hb D TlEA <, Moodle dF 7+ L MEEED A &= FF L
TWBZETHD, ARV FATORER A vt — I
Wt Moodle DT DIEEETH Y . EARAIC (Z/N—
PavrTyvI7BICLbERINDIBDERD, IDH, X
VTFFVRAPITVR T hD. Moodle DEIFICEDL D
ZEDHBZA-YTHNIERGICHEAEC Z LN TESD
—REH-oTWB,

ERICEBICOX > AT & 10& S5 ICTBAAFE
9%, £/, ZoBMZERACE, B2 0D &5 BEXHRE
HINTWD, ZOARXTIE, [H#Hrol (B2l 22—
Y EB]AAAY MIEEOKREL) OX Y ARGV E
MREEFINTWBZ LWL B, £/2, TO DB TV HY
~NDOY YN RMEEINE, Z0H, BHARL L, T
ICZDaAY PARZHRT 5 ENARRTH B,

A 9
& v O
Q BBIEDOF—HR—RIYFYERHLWIARY FHEBDET
788 BHFEERTT S
@ Practice reminder
4 B 11 B0 &1 BHFEERTT S =

1 BAIA 7 S NI

(©2025 Moodle Association of Japan

Q BREOTF—FR—ATVRYEHLWIAY MEBDET

asa test& A,
BREOT—FIN—ATY M)A EBZANSHLLWIAA Y MEBENZ U
HEERY >

FELCBEVWLET,
MoodleF—L

2 BHIENDZREDH

22 T34 vTEBTIZOL
KBRS S 74> Tld, Moodle DA R MEHR%E ¥ —
ELTHALTWADIERIRDEEY THD, T T, &
LIDARVIEDPRELFZEEDOOTARZBIRT B,
3. BB DBICaAXY IADVEBE I—XD [A
7] ELTRHREEEINBDDIEUTOL S BFEATH 5,

The user with id '3' added the comment with id '119' to

the database activity with course module id '7136".

ZOBERETTH, BOT—EZR=—X T BT & T
(R (ZZTlEa—YID3)I MW [EDT—2R—XE
Ca— (EP2—LIDTI36) ] I . [ED LS5 HEARARa X
Y b (aAY D119 JZ[AHE LI-DO M IFFERFRTH B,
—hH., TZETOBERTIE. DB DT> R YICaXY
DI oWr=oh, ZoT> bURENTHY . HEITERL
7T bUBROA, EFTERBHINTLAL,

JZITEEICADIDD, OJIESINTWS XV M Z
DHLODIDWBTEZIL119) TH %, Moodle ® comments
FT—T7NEERTDHE, D119 0 ID pffEEIN/-aX
VET—RIEUTOLIBAREE>TWB Z LN DD D,

%=1 comments T—7ILTREINEZHNAH

JHE RE

id 119

contextid 7894
component mod_data
commentarea database_entry
itemid 1

content HHH

format 0

userid 3

timecreated 1745514473

CORAICIE, aX>rbZDH D (content,Z ZTlEY
YTNELT [HHH] EANEED) PRRENTWS
DIFHRELS, TN CEERBERE LT . TEZICO
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AV R EEINTEZD] WS ZERABFEINTWE I &
Nanbd, 2T, B DBEV2—ILD [1EB] O
> kY (itemid=1) (CaX > bA DU T & HHIBTATAE
ERSTWVWD, ZIHBIEFIIRICRRTDIILEARD
M. DB EVa—LOTy b UIEREERL, TTLAERL
T-aA—YHHETHEH (ROFTHRIL asa test &L
21—, ThEbbBMEZITME1—Y) NETHIh %
BEAREICA D, B, I DEIE Moodle Database
(Marcus 2024) D SBEEREE & 7> T D Moodle D7 —
AR—REEESEICIL T,
COEIBANTHERZEEL, BNOXEFTE—F

DEMEE L TCEEDTLDLSEORES 774 TH B,

23 T34 DZODBEE

TI2TAE LTRIEROEBEEITS -0 DEREIE 2.1
T?L#tBUT%éo:ﬂth\77747®%ﬁ@

HERE L7z, COBEBREIZ. BIRTIE BAERIES
7.‘)‘7_7.‘)‘% Moodle £ ON / OFF T3] Z & DARHER
KL LT, BB, CORERFICHELTEHBEDT -7
WEED O TlE7A <, Moodle IZE#MICH D
config_plugins T —7ILICKR 2 D& I B TEEZRET S

> I L7,
#* 2 config_plugins 7 —7ILICIRES N B EDH]
JEH kN
id 3180
plugin local_db_com_notificator
name notify_database
value 1

T, AvE—VAEAXEELEFNISE L. EF/vIT
WEARADLDE L, £leo TNITEY, XvE—PD
FRXZRET S & bAlges L,

3. EREICERATEELISHE

SEER LT 7704 v 2 ERICH BRIGEAIGEICD
WTEEBT S, COT774 VIdEE, EENEEICHL
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Empowering User Control: A New Local Plugin for Enhanced
Accessibility in Moodle

ADAM JENKINS T

This article details the development and rationale behind a new local plugin for the Moodle Learning Management
System (LMS) designed to significantly improve accessibility through granular user control over display
preferences. While existing accessibility solutions within Moodle, such as the “Accessibility block”, offer limited
customisation and have implementation challenges, this new plugin aims to provide a more comprehensive and
user-friendly solution, enabling learners to tailor the visual presentation of course content to their individual
needs. This article details the rationale behind its design choices, the plugin’s functionality, and potential impact

on inclusive learning.
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1. Introduction

Accessibility is a cornerstone of inclusive education,
ensuring that learning materials are usable by individuals
with a diverse range of abilities and disabilities. The
Moodle LMS, widely used in higher and further education,
provides some built-in accessibility features. MoodleHQ
itself has consistently shown a strong commitment to
making sure that Moodle is an accessibility conforming
product as is evidenced by the Voluntary Product
Accessibility Template (VPAT) documentation and
publication of the resulting accessibility conformance
reports (Accessibility - MoodleDocs, 2024; VPAT -
MoodleDocs, 2024).

However, these often fall short of providing the granular

*#* 1 Shizuoka Institute of Science and Technology
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control necessary for users with specific visual
preferences or cognitive differences. This is not a failure
of MoodleHQ, on the contrary, MoodleHQ should be
commended for their dedication to accessibility issues.
However the focus has been more on the platform than on
the user. MoodleHQ makes sure that Moodle can integrate
with external accessibility features, for example screen
readers, but doesn’t itself provide control over page
elements directly. This control over page elements is a
different approach to providing support for accessibility
issues, and has historically been added to Moodle as a
separate plugin (Moodle Plugins Directory, 2021; Moodle
Plugins Directory, 2025a) or as part of a theme like Moove
(Moodle Plugins Directory, 2025b).
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1.1 Limitations of Existing Solutions

Prior attempts to provide users with control over the
colours and page layouts, such as the existing
“Accessibility block” within Moodle, have proven limited in
scope and challenging to implement consistently across
diverse course contexts. In the case of the accessibility
block (Moodle Plugins Directory, 2021) problems with its
implementation include the need for the block to be added
to every page where accessibility features are needed,
either through its addition to the site-home page and an
administrator setting it to display on every page in the site,
or individually added to all pages throughout the site. In
addition, the colour pallettes for the text and background
are limited to three alternatives (black text on yellow,
black text on light blue, and yellow text on black).
Although the accessibility block advanced user control for
accessibility, its limitations restricted its usefulness and
site-wide applicability. The Moove theme also based its
accessibility functionality on the accessibility block code
(Moodle Plugins Directory, 2021; Moodle Plugins
Directory, 2025b). As such, though an improvement over
the block regarding site-wide application, it still suffered
from the same restricted pallettes and options as the
original plugin.

These limitations highlight a need for a solution that is
both comprehensive and user-centric, empowering
learners to personalise their learning experience without
requiring extensive instructor/administrator intervention.

This paper describes the development of a new local
plugin designed to overcome these limitations by placing
control of visual presentation directly into the hands of the

learner.

2. Design Considerations

There were several aspects of the design that were
considered before programming work began. The plugin
was designed to be completely free, having no aspects
that would require a subscription or external connection.
Also, it was considered important to ensure that the plugin
work out-of-the-box with no additional software needing
to be installed on the server. The plugin had to work and
be available on every Moodle page and remember the
preferences of each user as they navigate the site from
page to page. Finally, the plugin was designed to be
modular, an idea borrowed from Moodle itself, so that

additional functionality can be added/removed later as

(©2025 Moodle Association of Japan

needed.

2.1 Plugin type (local)

As it was intended that the plugin be available on all
Moodle pages, including the login and password reset
pages, the local plugin type was selected. This provides
the ability to insert code on each page without the need

for a block or other content to be present as well.

2.2 Cascading Style Sheets (CSS)

The core mechanism for implementing user-controlled
visual preferences within this plugin is Cascading Style
Sheets (CSS). CSS provides a direct and efficient means
of manipulating the visual presentation of web content,
allowing us to target specific HTML elements and modify
their stylistic properties — precisely what is required to
deliver granular control over the elements targeted: font
face, size, kerning, letter spacing, line height, background
and foreground colours, image visibility, and hyperlink
highlighting.

CSS operates primarily within the user's browser. This
has several advantages. Firstly, it eliminates the need for
APl connections to external services, reducing latency.
Also, there is no API gateway to external services that may
require payment in the future. Furthermore, CSS is a
robust and platform-independent technology. While minor
rendering differences can occasionally occur, CSS
generally produces consistent visual results across
different operating systems (Windows, macOS, Linux) and
browser software (Chrome, Firefox, Safari, Edge). This
consistency is critical for ensuring a predictable and
reliable user experience for all learners, regardless of their

chosen platform or browser.

2.3 Main Plugin Accessibility Panel

Drawing inspiration from other similar plugins for
WordPress (UserWay, 2025), and Drupal (Bhimani, 2025),
the plugin was designed to appear initially as a button in
the lower right hand corner of the site. This positioning is
becoming a de facto standard on many sites and Content
Management Systems, so it seemed logical to position the
Moodle Accessibility functionality in a location where
users with accessibility needs might expect to find it. Prior
to activation, the button appears as a fontawesome

“accessibility” logo (see Fig 1).
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@
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Figure 1 The accessibility plugin button.

Clicking the button activates the

accessibility panel, where each of the widgets are

accessibility

displayed (see Fig 2).

Test Moodle  Home Dashboard My courses Site administration A B AU~ Edit mode

© Accessibility

Reset All

A FontFace Ya FontKerning
Reset Turn off
Serif
Sans Serif

Dyslexic

As Fontsize & Image Visibility

Ca ® 1 + Hide Images

Reset

Letter Spacing 1= Line Height

® 0 + B ® 12
Reset Reset

@ Link Highlight

Disabled ...

[ Text Calour

Background Colour

Figure 2 The expanded accessibility panel.

Each of the widgets in the panel is a sub-plugin of the
local accessibility plugin and administrators can
enable/disable each widget in accordance with the needs

of their users.

2.4 Widgets

Several widgets were built and are released with the
Accessibility plugin. These are the background colour, text
colour, font face, font size, letter spacing, font kerning, line
height, link highlighting and image visibility widgets.
Additional plugins can be created and added separately. It
is the hope of the plugin creator that others will use this
plugin as a starting place to create new widgets that can

enhance the plugin’s utility.
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2.4.1 Background Colour

The background colour plugin allows a user to choose
the colour of the background of all pages, with all panels,
cards and content areas to be any colour the user prefers
(see Fig 3). This differs from previous implementations as
the user now gains complete control over the colour

selection and is not limited to a finite pallette of options.

#, Background Colour

|-| Reset
Figure 3 The background colour widget.

2.4.2 Font (Text) Colour

Like the background colour plugin, the font colour
plugin allows any colour the user may prefer to be
selected and used as the colour for foreground items. This
primarily includes text, but also applies to font awesome
icons that are used throughout Moodle (see Fig 4).

[2] Text Colour

|_ - | Reset

Figure 4 The font (text) colour widget.

For both the background colour and font colour widgets,
originally Moodle’s built-in colour picker tool was used.
However, this made the interface static and a more
adaptive method was preferrable. So, the standard HTML
input type="color” was adopted. This uses the colour
picker of the browser, so browsers on mobile devices for
example will have a purpose-built colour picker for that
device. This does mean that the colour picker itself will be
slightly different depending on the user’s device and

browser see example in Fig 5).
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Ar Font Size

Choose a colour

= . -‘I +
Reset

Figure 7 The font size widget.

2.4.5 Letter Spacing

Letter spacing is another feature of text that can cause

. — readability issues and is trivial to change with CSS. The
Figure 5 The colour selector in Firefox. letter spacing widget allows the user to choose how much
space exists between letters with a slider (see Fig 8).
2.4.3 Font Face Letter Spacing
Along with the ability to control colours, the user is also

able to control the font face. For some users, the choice i . 0 .
of font face can make the difference between text that is

readily legible or illegible. An additional dyslexic font was Reset
also included, as it is an open source font face that was

designed with dyslexic readers in mind. This font is Figure 8 The font face widget.
characterised by a “heavy bottom” that makes following

lines of text easier for some readers. .
2.4.6 Font Kerning

Similar to letter spacing, for some readers, when the

A Font Face font face allows letters to vertically overlap, readability
can be adversely affected. This overlapping effect is
Reset called “kerning” and can be turned off with the font
kerning widget (see Fig 9).
Serif
V/a Font Kerning
Sans Serif
Turn off
Dyslexic

Figure 9 The font kerning widget.
Figure 6 The font face widget.

2.4.7 Line Height

The space between lines can also be set to allow for a

2.4.4 Font Size

The size of the font can also be set (see Fig 7). This

) ) ) o more consistent appearance, and help readers move from
setting applies to all text on the pages, including titles and

) ) ] one line to the next when reading. The spacing between
headings. Thus, this widget not only allows for the

T ] lines can affect readability and control of this aspect is
magnification of text, but also for the making the font

thus desirable. The line height enables this control with a

sizes consistent throughout a Moodle site. . )
slider (see Fig 10).
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1= Line Height

- 9 1.2 +

Reset

Figure 10 The line height widget.

2.4.8 Link Highlighting

For some users, hyperlinks are not always obvious as
they are sometimes only indicated by colour. The link
highlight widget draws boxes around links making them
obvious and easy to find within the text on a page (see Fig
11).

¢) Link Highlight

Disabled

Figure 11 The link highlighting widget.

2.4.9 Image Visibility

For some users, images can be either too bright, too
dark, or distracting. So, for these users, the ability to hide
images on a page can help them focus on the text content
on a page. The image visibility widget provides this option

for users (see Fig 12).

k5 Image Visibility
Hide Images

Figure 12 The image visibility widget.

2.4.10 Widget configuration

As not every widget will be helpful in all contexts, a site
administrator can choose which widgets to enable or
disable for a given site. In this way, the accessibility plugin
enables granular control not only to the end users of a site,
but also to what aspects should be prioritized by a site for

the sake of the site’s users’ accessibility.

3. Future directions

Work on the accessibility plugin is ongoing, and the
future will see the addition of more widgets. As of this

writing, the next widget planned for addition is a text-

(©2025 Moodle Association of Japan

alignment widget that will allow users to choose between
left, right, centred, and justified alignments of text.

In addition, further research into the universally
available accessibility features in operating systems and
web browsers will be conducted with a view to moving
beyond CSS and incorporating these features into future
widgets. These may include widgets for text-to-speech
assistive

screen-reader technologies, and other

technologies that are widely available.

4. Publication in the Moodle Plugins
Directory
The Accessibility plugin (local) is available from the

Moodle Plugins Directory.
https://moodle.org/plugins/local_accessibility

It has been fully translated into both English and
Japanese. The plugin follows the standard installation

method for local plugins.
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