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SGU Moodle --- HA & load-balancing cluster
(2011-)

‘ 4
Load Balancer 1 I Load Balancer 2 (standby)
Pacemaker + UltraMonkey-L7 or Pound HB I Pacemaker + UltraMonkey-L7 or Pound
1l

Moodle Server 1 Moodle Server 2

Web1 (apache) Web2 (apache)

DRBD (Distributed Replicated Block Device) + DRBD (Distributed Replicated Block Device) +
OCFS2 (Oracle Cluster File ) OCFS2 (Oracle Cluster File )

DB1 (MySQL 5.5) DB2 (MySQL 5.5) standby
Multi Master, Semi Sync Multi Master, Semi Sync
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[2. INYITYTTEHEWRTLEH D]

"In SaaSs, the provider is the keeper
of the entire application stack."
"Management, backup, recovery,
you're really at their mercy."

-- John Morency,
a disaster recovery analyst at Gartner

SaaS:Software as a Service
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| took the backup, But.



3F My apartment

Servers
Network Switch
Fiber Channel Switch

Fiber Channel Storage
UPS

All data daily backuped
by the secondary server.
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My apartment had flood from upstairs.
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Completely destructed with backups
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The estimate for data salvage

Device Estimate

Fiber Channel Storage ¥4,375,000
Direct Attach Storage ¥2,000,000
x86 Servers ¥1,200,000

ESXi Servers ¥2,400,000
PCs ¥3,850,000

Total ¥13,825,000
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FHLTOVENEREFRES

e Supervolcano (B EENX)

» Meteoroid impact event (K{A{E33E)
Y

* Earthquick/Tsunami (iE=-;3

* Fire/flood (X% -i%K)
* Burglary (ZZ&f)

e Operation mistake (A#Z N2 X)
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Common misconception



[4. RAID # Backup

RAIDIL/ N9 7 v TldAiLy

« BEER., YOI TEELoT-

o TARYD2KLLEDEFFEPE

e JEILRHRIZ2ZRE DT ARIH PR
o J7—L)ITDING

o ARIXIZITEA

= ETERIZRETEIYELT-

(BEBRADHRERT—/\ZE)



BEDEEFFEHDRE

D SRTLIEANL— 30 TRHEITERND

@ 1INV YT T TEGNY —

W &NV

@ EDINVITVTIELZED
= FHLTLVEUERE - KE(FfEES

@ RAIDIE/ NI 7T TIE7EL
= A A% (Availability) #5865 F &




Moodle/\y O T7 v T ZEWNTKELRE

INYGT T YRR T IRFIDEEE ST 50N

HTHL) AT TEHAEFEDLD
vV BTEOBERYIMIZTITIRTFELLELY
vV BoBWEEo=NDZEEERD

BT K F I A S AFIEL =L
v H—/\OE., HAX, K

X2 )T4ICEET S
vV IN\YIT7vITT—RIIRESIE

OARDEFESNLHHBZEEZS

v A A

2 S THHIE DIREIZ TR E S K



Moodle TERARE/INYI T VD



MoodleD I BEI/\v O 7Yy T I TIEZRIDTEALY

HANEEB/O—RII\YIT7YTIBEN/NNVIT Vv Ty TvT

O—RZEITIN\YIT VT IT7AILHIMESE NS
Aoa—)LIEEBROH&
HEIXHSIEEEFTEES

= BEDIA—AD/I\NYITYIT-YALTPIZIZEZS
(ARSAFEERFLGE)

= MoodleDIILINYI T VT [EERERFDITIL)ANT
[ZIEXmUNTULNELY




Moodle ) #& &

Moodle &K

/usr/moodle

Moodle T —4&

Jusr/moodle data

MoodledD T —RAR—X



MoodleT—AR—ZXNA 2 TIEH A

backupF R 71) 7Dl
(/backup Ta4LIKRYIC
moodle.dump.0.sqgl ~ moodle.dump.6.sqlE THRF)

#!/bin/sh

rm -rf /backup/moodle.dump.’date +%w".sql.tar.gz

cd /backup

/usr/bin/mysqldump -u root -p/ X\ A7 —F --opt moodle > /backup/moodle.dump. date +%w.sql
tar cvzf moodle.dump. date +%w .sql.tar.gz ./moodle.dump.’date +%w".sql

rm -f moodle.dump. date +%w .sql

X backup.sh/\—=v232[E60012L THL

# crontab -I
304 * * * /bin/sh /usr/local/bin/backup.sh

XEEAF30 IZET



MoodleD /Ny O T TR

Moodle &K

/usr/moodle

Moodle T —4&

Jusr/moodle data

MoodleDT—3R—XF T

/backup
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AMANDA

“Advanced Maryland Automatic Network Disk Archiver”

AMANDA is a backup solution that allows the IT
administrator to set up a single master backup server to
back up multiple hosts over network to tape
drives/changers or disks or optical media.

It was originally written by James da Silva while at the

University of Maryland's Computer Science Department
where it was initially fielded.

Today, Amanda's development is supported by Zmanda.

http://www.amanda.org/


http://www.zmanda.com/
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SGU Moodle Backup

Moodle Server 2
Teacher’s

Moodle
Server #2 |

Teacher’s
Moodle

moodle scripts

moodle data Server #1

DB dump

“ AMANDA Backup Server I

l USB HDDI LTO | Cloud Storage I
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AMANDA Community kR @ B2 %1 5%

http://amanda.zmanda.com/

(2013%2 A O a&x#hk(1%3.3.3)

Amanda Backup

Webinar Series:
Live Demo with Q&A

Amanda Windows
Client
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AMANDA AT bDA A—)L

xinetdD A A—)L

# yum install xinetd

amandat—/\O A AL—)L
# rpm —ivh amanda-backup_client-3.3.3-1.rhel6.x86_64.rpm

xinetdH\ B BB 9 & L7 iR

# chkconfig —list xinetd
xinetd O:off 1:off 2:off 4:on 5:on 6:0ff

xinetd#Z &

# service xinetd start

xinetdMEEFFE  (disable=nol=%>TL 51E9)

letc/xinetd.d/amandaclient (AmandaZ>A47>k)




AMANDAY—/ DA A+—)L

xinetdDA > Ar—JL
# yum install perl-XML-Simple xinetd

amandat—/\D A Ak—)L
# rpm —ivh amanda-backup_server-3.3.3-1.rhel6.x86 64.rpm

xinetd M\ BB BN T &H - L2 HEED

# chkconfig —list xinetd
xinetd O:off 1:off 2:off 4:on 5:0on 6:0ff

xinetd#Z &

# service xinetd start

xinetdMERTE_ (disable=nolZ#>TL VA T)

letc/xinetd.d/amandaserver (Amandat—/\)

USB4}M s IFHDDD R Ik




AV A—ILRDERTE (F—/\- U547 L&)

74T 24—/l (iptables) %

XbsdtcpDiFE . SSHEY—/\- IS4 7 UM DBEIESZE IFFE (SSHIFEFHFRIL THL)

# iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
# iptabkes -A INPUT -s x.x.x.x/32 -p tcp --dport 10080 - ACCEPT

# service iptables save

Jetc/hosts DL TE

X.X.X.X amanda-client.example.com

X.X.X.X amanda-server.example.com
XY — /NS4 TN FNFNDNSTIES|E, H5|ETENIXLNSAELY
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AMANDAMDEEZTE 771 ILIZ,
amandabackup1—Y THREL TS

# su — amandabackup
$



AMANDAOZ AT D ERTE

H—I\DISGAT AR TESLIITEHRTE
$ vi /var/lib/amanda/.amandahosts
amanda-server.example.com amandabackup amdump

amandates7 74 JLZEYERR

$ touch /var/amanda/amandates

INVDT T oaTT4AL IR ) T ERL

$ mkdir /etc/amanda/

DIAT U ERERFEI7AIVEVER

$ vi /etc/amanda/DailyBackup/amanda-client.conf

conf “DailyBackup"
index_server “amanda-server.example.com"
tape_server “amanda-server.example.com"

tapedev "
auth "ssh"
ssh_keys "/root/.ssh/id_rsa_amrecover"




AMANDAY—/\D R E

D5AT DY —INAEEHETEALSIZEE
$ vi /var/lib/amanda/.amandahosts
amanda-client.example.com root amindexd amidxtaped

INVITyToaTT4L I8 DIERK
$ cd /etc/amanda
$ mkdir DailyBackup

1INV T 9T a7 DYERK

$ vi /etc/amanda/DailyBackup/amanda.conf




amanda.conf X TE (F1K)

org "DailyBackup” # Organization name for reports
mailto "root" # Email address to receive reports
netusage 200000 Kbps # Bandwidth limit
org

INVI T TRDERE S

(letc/lamanda BB T D TsLUR) & EHBE)
mailto

WMBEE -ZERFOA—ILDZEY L
netusage

2RI —ODHERKBERE




amanda.confD X E (Y14 JL)

dumpcycle O # Backup cycle

runspercycle 0 # Run X times every 7 days
tapecycle 2 # Dump to X different tapes during the cycle

dumpcycle

SEE/I\VITVIEET SHME

runspercycle
12T A IR DN I T T
(EH/\vI7v7)E#

tapecycle

SEE/N\VITYIERELTH{HAR



amanda.confDEXE (TALIRJ/\X)

infofile "/etc/amanda/DailyBackup/curinfo" # Database directory
logdir "/etc/amanda/DailyBackup" # Log directory

indexdir "/etc/amanda/DailyBackup/index" # Index directory

X letc/amanda BB T DT AL IR BZIELLERTET S
curinfo, indexT4L 28 X BEIRIIZ/ERESN DD TIER AT E

Infofile

INYDTITDT—EIR—REEMT HT4LIK)
logdir

O %9 5T74LOK) (logTAL IR )M TED)

Indexdir

AT YY) RERINT DT ALIN)



amanda.confDERTE (T/N\(1 X)

tpchanger "chg-disk“
property "num-slot" "2"
property "auto-create-slot
property "removable" "yes"
property "mount" "yes"
property "umount” "yes"
property "umount-lockfile
property "umount-idle" "1"
amrecover_changer "chg-disk"

yeSII

/etc/amanda/DailyBackup/vtapes-lock"

tpchanger

Froov—DEEIZENALAH D)
property

FIo O —DINGA—E
amrecover_changer

) h/\Bs[CamrecoverbMER T 5F ooy —



amanda.confDEXTE (T—T DIFFELEE)

tapetype HARD-DISK

tapedev "file:/mnt/external-usbhdd/vtapes
labelstr "ADailyBackup-[0-9][0-9]*S"

define tapetype HARD-DISK {

comment "Dump onto hard disk"
length 100 gbytes

tapetype

T—IRSATDEFH (R TEE
tapedev

5 F1FUSB-HDDD Y I b RA U R EIETE
labelstr

T—ITIRNILDGARA (EERKRBENEZD)

(EE2DHIF=& DailyBackup-01, DailyBackup-02 &74:%)
define tapetype

T—TAA1TDEE(BEEZEZAT)



amanda.confDEXTE (REFTARIDERTE)

holdingdisk hd1 {
directory “/var/lib/amanda/holdingdisk” # mETARIDIGT

use -10000Mb # REFTARAVELTHRIATEZSEE
chunksize 10Gb # Fo AKX

}
RETARY: FOFATUDORWDEIF =T —2DO— G REZ

directory
/var/lib/amanda/holdingdisk T4 L 27 k') %1% T1ERL
use REIZTEDHDETIERE

chunksize 10Ghb<S BB T T 8



=JL ==

amanda.confDExXTE (/NI TV T HiEDIEE)

define dumptype global {
auth "ssh"
ssh_keys "/var/lib/amanda/.ssh/id _rsa_amdump"
maxdumps 2

estimate calcsize
holdingdisk yes
index yes

global
INYDT T HED SR INTA—4
auth Tssh #igEL. b—/\- IS4 F7 %

551t



amanda.confDERTE (NI TYTHEDIETE #2)

define dumptype server-encrypt-fast {
global
program "GNUTAR"
comment "dump with fast client comp and server asymmetric encryption”
compress client fast

encrypt server

server_encrypt "/usr/sbin/amcrypt-ossl-asym"
server_decrypt_option "-d"

priority medium

dumptypeDESIZBHHIZTES
95477 MAITIE 8
H—/ AT &1t
51t A & [Famcrypt-ossl-asym
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VARVARL Ak 0 i [ cio sl W@ A TH:

AMANDA®M &B5E A =
* rsh
> SEEHEYHUCL
* bsdtcp
.amandahosts 771 ILDRNBEE. EHFEITDTFL A%
WE|ELI- RANEZ LB LT IV RERZEET S
= wyk7yTIIEE, ARV T—ITIEER
e krb5 (Kerberos5)
=
e ssh
= T—AEREDEELEZFEOMAIZFERS
= ELVENTLS




amdump®D =8O DSSHELXTE #1

<HT—/\llDOEE>
1) amandabackup1—H TsshD M EZEREEIES

S ssh-keygen -t rsa -C "SSH Key for Amanda Backups"

Generating public/private rsa key pair.

Enter file in which to save the key (/var/lib/amanda/.ssh/id_rsa):
/var/lib/amanda/.ssh/id_rsa_amdump

Enter passphrase (empty for no passphrase): /NX 7 L—X[LE&E L % 0

Enter same passphrase again:

=1, =

2) amanda.conf MdumptypelZsshiR sl Z % TE

define dumptype global {

#auth "bsdtcp”

auth "ssh"

ssh_keys "/var/lib/amanda/.ssh/id_rsa_amdump"
(B&)



amdump®DT=ODSSHERTE #2

<47 UMUDEE>
1) 2547 REZEES

H—/\D /var/lib/amanda/.ssh/id_rsa_amdump.pub %
= 547> bk®Mamandabackup—H5 M ~/.ssh/authorized_keys [Z
= authorized_keysM#EPR & 600, ownerldamandabackup1—% 29 %

2) REL-2HABRICHIFEZINZ S
authorized_keysM FtEEIZ T ECZ 1B

from="amanda-server.example.com",no-port-forwarding,no-X11-forwarding,
no-agent-forwarding,command="/usr/libexec/amanda/amandad -auth=ssh amdump"

ZNIZE&Y ., BEHEIZAMANDAY — /IS DA IZHIEEH .
N DOEGRFIZEITHEFRISNAD A amandad AXU D HIT1ES
(zILBHEZLLY)



amrecoverDT=HDSSHETE #1

BRI, £IFEETOFIED ¥
<OSATNDEE>
Tssh keyZ{£%

# ssh-keygen -t rsa -C "SSH Key for Amanda Recover"

Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id_rsa): /root/.ssh/id_rsa_amrecover

Enter passphrase (empty for no passphrase): /N\A 7L —XI[FEHFE LAY

=JL ==

Enter same passphrase again: /N\A 7L —X (L% FE LAY

=JUL ==

2) amanda_client.conf [ZsshZREEF & E

auth "ssh"
ssh_keys "/root/.ssh/id_rsa_amrecover"



amrecoverDT=O D SSHERTE #2

<H—/\BIDEE>
1) H—/NIZARBEEEL

2547 b® [root/.ssh/id_rsa_amrecover.pub
= H—/\0D ~/.ssh/authorized_keys & L TERE
= authorized_keysM#EPR [ 600 . ownerlfamandabackup1—HI([Z9 %

2) SHELE-AFHBEICHIRZMZS
authorlzed _keysDFEBEIC T EEZ BN

from="amanda-client.example.com",no-port-forwarding,no-X11-forwarding,no-
agent-forwarding,command="/usr/libexec/amanda/amandad -auth=ssh amindexd
amidxtaped”

Zhiz&kY. EHEIZAmanday 547D A IZFHIR S,
N DOEHEICETHINHFRIIEINEDM amandad AV KD H TS
(zILBHEZLLY)



SSH®MDHost Keys®D & £k

<H—/\E1>

S ssh amanda-client.example.com

The authenticity of host ‘amanda-client.example.com

(x.x.x.x)' can't be established.

RSA key fingerprint is XX:XX:XX:XX:XX: XX XX XX XX XX XX XX XX XX XX XX,
Are you sure you want to continue connecting (yes/no)?

Warning: Permanently added ‘amanda-client.example.com
X.X.X.X' (RSA) to the list of known hosts.

<A77 NEI>
S ssh amanda-server.example.com

The authenticity of host '‘amanda-server.example.com

(x.x.x.x)' can't be established.

RSA key fingerprint is XX:XX:XX:XX:XX: XX XX XX XX XX XX XX XX XX XX XX,
Are you sure you want to continue connecting (yes/no)?

Warning: Permanently added ‘amanda-server.example.com
X.X.X.X' (RSA) to the list of known hosts.



INVIT T DE AR

<H—/\H>
holdingdiskz{ERKLE T,
S mkdir "/var/lib/amanda/holdingdisk"

tapelistZz4ERLE T

S touch /etc/amanda/ [tapelist

S chmod 660 /etc/amanda/ [tapelist
DSATNDEZHINYIT VT T EIEETE

S vi /etc/amanda/ /disklist
amanda-client.example.com /usr/moodle server-encrypt-fast
amanda-client.example.com /usr/moodle_data server-encrypt-fast

amanda-client.example.com /backup server-encrypt-fast



INVITIT AT 4T DEER

RET—TRSATERL

S mkdir

S mkdir /slotl
S mkdir /slot2
S touch /info
INILZE[FITS

S amlabel DailyBackup DailyBackup-01 slot 1
Reading label...

Found an empty tape.

Writing label 'DailyBackup-01"...
Checking label...

Success!

S amlabel DailyBackup DailyBackup-02 slot 2
S amtape DailyBackup reset
changer is reset
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INVITYTDIRESIE AR

® amcrypt-ossl
T—HADIEEL - 88 1Z0penSSLEES
T—ADESER-ESRICEED/NNATIL—INDBE

o amcrypt—ossl—asym

T—3DHE
ERLT-R&

Bt -1E S I1Z0penSSLEFES
TEEONS N BRBEE & R

T—3DIESERFICIE. AFBZFRATS

T—2DH

=L, ARAROEEMEITIKREFELLZND

T‘ —ADESHICIE MERNDE (WERD/INRTL—
DEREIFEE)

= \BEEH

R g -

R IXARED A Y —/\IZFE,
NRAITL—XIF)ANTHETHREZEIZERE.



NI Ty TGS E%TE (amerypt-ossl-asym)

<HEBEDOVER (H—/ A >
S cd /var/lib/amanda
S openssl genrsa -aes256 -out backup-privkey.pem 2048

Generating RSA private key, 2048 bit long modulus
................. U

et

e is 65537 (0x10001)

Enter pass phrase for backup-privkey.pem: /SXT7L—X A 77

Verifying - Enter pass phrase for backup-privkey.pem: /XA 7L —X A 73

< FABEDVERK (H—/ Nl >

S openssl rsa -in backup-privkey.pem -pubout -out backup-pubkey.pem
Enter pass phrase for backup-privkey.pem:/ XX 7L—X A 71

writing RSA key

<INRITL—XT7AIL>
S /var/lib/amanda/.am_passphrase

KIBZREENRTL—XE, FIFRERELTHL



INYITITDTARD RN

0oz k4& D DailyBackup D&
<H—/\{E1>

S amcheck DailyBackup
S amdump DailyBackup
S amstatus DailyBackup
S amadmin DailyBackup find




INVDTITENVANT DT AR

S amcheck DailyBackup

Amanda Tape Server Host Check

Holding disk /var/lib/amanda/holdingdisk: 47591424 kB disk space available, using 37351424 kB
slot 1: volume 'DailyBackup-01'

Will write to volume 'DailyBackup-01"in slot 1.

NOTE: skipping tape-writable test

NOTE: conf info dir /etc/amanda/DailyBackup/curinfo does not exist

NOTE: it will be created on the next run.

NOTE: index dir /etc/amanda/DailyBackup/index does not exist

NOTE: it will be created on the next run.

Server check took 1.355 seconds

Amanda Backup Client Hosts Check

Client check: 1 host checked in 2.279 seconds. 0 problems found.

(brought to you by Amanda 3.3.3)



INYITYTEYARNT DT A #2

S amdump DailyBackup
S amstatus DailyBackup
S amadmin DailyBackup find

date host disk lv tape or file file part status

2013-02-25 19:29:06 amanda-client.example.com /backup 0 DailyBackup-01 1 1/1 OK
2013-02-25 19:29:06 amanda-client.example.com /usr/moodle 0 DailyBackup-01 3 1/1 OK
2013-02-25 19:29:06 amanda-client.example.com /usr/moodle_data 0 DailyBackup-01 2 1/1 OK



A7 DT AR

<OPFATNE> XIS4T D
# mkdir /hoge

# cd /hoge

# amrecover DailyBackup

X Z M EFsshidamandabackup1—H THE#HRIZ< %

# amrecover DailyBackup

AMRECOVER Version 3.3.3. Contacting server on amanda-server.example.com ...
220 amanda AMANDA index server (3.3.3) ready.

Setting restore date to today (2013-02-25)

200 Working date set to 2013-02-25.

200 Config set to DailyBackup.

501 Host amanda-client is not in your disklist.

Use the sethost command to choose a host to recover

amrecover>



AT DT AL #2

amrecover> lcd /hoge

amrecover> lpwd
/hoge

amrecover> listhost

200- List hosts for config DailyBackup
201- amanda-client.example.com
200 List hosts for config DailyBackup

amrecover> sethost amanda-client.example.com
200 Dump host set to amanda-client.example.com.

amrecover> listdisk

200- List of disk for host amanda-client.example.com
201- /usr/moodle

201- /usr/moodle_data

201- /backup

200 List of disk for host amada-client.example.com.

amrecover> setdisk /usr/moodle
200 Disk set to /usr/moodle.



A7 DT AR #3

amrecover> add *

Added file (AR ZENBZT7AILD) AR RSIND)

amrecover> extract

Extracting files using tape drive chg-disk on host amanda-server.example.com.
The following tapes are needed: DailyBackup-01

Extracting files using tape drive chg-disk on host amanda-server.example.com.
Load tape DailyBackup-01 now

Continue [?/Y/n/s/d]? Y

Restoring files into directory /hoge

All existing files in /hoge can be deleted

Continue [?/Y/n]? Y

(DARTENT=T7AILD A RREND)

amrecover> exit
200 Good bye.



AMANDAZ{EH 7L LN R BT #1

# dd if=00003.amanda-client.example.com._usr_moodle.0 bs=32k count=1

AMANDA: SPLIT_FILE 20130225192906 amanda-client.sgu.ac.jp /usr/moodle
part 1/-1 lev 0 comp .gz program /bin/gtar crypt enc server_encrypt /usr/sbin/amcrypt-ossl-asym
server_decrypt_option -d
ORIGSIZE=10
DLE=<<ENDDLE
<dle>
<program>GNUTAR</program>
<disk>/usr/moodle</disk>
<level>0</level>
<auth>ssh</auth>
<compress>FAST</compress>
<encrypt>SERVER-CUSTOM<custom-encrypt-program>/usr/sbin/amcrypt-ossl-asym</custom-encrypt-program>
<decrypt-option>-d</decrypt-option>
</encrypt>
<record>YES</record>
<index>YES</index>
<datapath>AMANDA</datapath>
</dle>
ENDDLE

To restore, position tape at start of file and run:

dd if=<tape> bs=32k skip=1 | /usr/sbin/amcrypt-ossl-asym -d | /usr/bin/gzip -dc | /bin/gtar -xpGf - ...

1+0 records in
1+0 records out
32768 bytes (33 kB) copied, 0.0049665 s, 6.6 MB/s



AMANDAZ{EHZNJ AT #2

<HBEESh TGS >
# dd if=00003.amanda-client.example.com._usr_moodle.0 bs=32k skip=1 | /usr/sbin/amcrypt-ossl-asym —d
| /usr/bin/gzip -dc | /bin/gtar -xpGf —

0+1 records in
0+1 records out
568 bytes (568 B) copied, 2.6994e-05 s, 21.0 MB/s

gzip: stdin: decompression OK, trailing garbage ignored
<DETFAILDEZE>

#ls

slot-01f00000002-b0000000000000000.data slot-01f00000002-b0000000000000003.data slot-01f00000002-b0000000000000006.data
slot-01f00000002-b0000000000000001.data slot-01f00000002-b0000000000000004.data slot-01f00000002-b0000000000000007.data
slot-01f00000002-b0000000000000002.data slot-01f00000002-b0000000000000005.data

slot-01f00000002-filestart

# cat ../MoodleBackup/slot-01f00000001-b000000000000000* | dd bs=32k | gzip -dc | tar -xpGf —
% filestartl IR E (DEISN TLWEWNMEEORYD IOy ERL)

2560+0 records in

2560+0 records out

83886080 bytes (84 MB) copied, 3.27219 s, 25.6 MB/s



AMANDA F&&H

F—T)—=RDINYITVITIIRITF T
EREMNTTITRHRIDINYITITNEETEDS
—BREELTLFAITERIIHE
WikimhFEELTLVET  ( http://wiki.zmanda.com )
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(Zmanda Enterprise ERRFEEIHRAEHTF1TIX)
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Amazon Simple Storage Service (Amazon S3)

® RegionERA]
® FX 1AM OHR—MIEI41a B AREE. UlIX—EfEEE
® Amazon S3ADLAWNWALLY— LMW AFESINTLNVS

11)
= Amanda
(FZZETS3 DeviceM kA5 ELD(ZHEH-TLVS)

= s3cmd, s3sync, s3fs 4i&



Amazon Simple Storage Service (Amazon S3)

AMANDA T D FI| A1

amanda.conf

tapetype S3
tpchanger "chg-rait:{virtualTAPE,amazonS3}“
define changer "virtualTAPE" {

tpchanger "chg-disk:/var/lib/amanda/vtl"
}

define changer "amazonS3" {
device_property “S3_ACCESS_KEY” “F Ot AF{x—"
device_property “S3_SECRET_KEY” “—4HLwh¥H—"
device_property "S3_SSL" "YES"
tpchanger “chg-multi:s3:7\4 v 44 /DailyBackup/slot-{01,02}"
changerfile "s3-statefile"

}

define tapetype S3 {
comment "S3 Bucket"
length 104202112 kbytes
blocksize 10 megabytes

}



Amazon S3 (US Standard Region, Standard Storage)

{

¥ (%E{f list price)

Fo=DEITORERSE (RGNS THEZADHD)
1ITBETIXAZEER $0.095/GB. ZN U EIIBR=IZKYGBEMMAT
M3

Amazon S3~DERE (X EH

Amazon S35 NERE(X1GB/AETTEF . AML0TBE TIL
$0.120/GB DEREE

XT—R2DTy7O—FEX, SSEINSYIIRAMIRT HEMNRS
NEDT, 7y7O—F=8FHTIILWLILITEE

HIBRLLSL D) O TR E1000) VT X MHT=1$0.01HvH B

Loy h—RELLY

Amazon S3h bAmazon Glacier ($0.01/GB)~ND BE 7 —HA T 1]

(15 AZ@ L TER200GBRIAL. #H40GB7y7A—F

A4[E40GBA Y A—KL-15 &)

$0.095 x 200 + $0 x 40 + $0.120 x 40 x 4 = $38.2/ A



Amazon S3 (US Standard Region, Standard Storage)
a2 —JLEMR

~-

RE Services v  Edit v v Globalv Help v

Upload Create Folder  Actions v None Properties Transfers

suckets /[

Name Storage Class Size Last Modified

D slot-01special-tapestan Standard 48 bytes Tue Jan 29 16:51:08 GMT+900 2013
D slot-02special-tapestart Standard 48 bytes Tue Jan 29 16:51:11 GMT+900 2013

APIZESTHELGLIITEE TSN, FEDUIXHFY LT ZEL



Amazon S3 (US Standard Region, Standard Storage)
INDA—T R

A= M Amanda Backup Server ¢ Amazon S3
(El#R: SINET #L1EDCIZ1GbpsTzif)

7yv7O—KE (\vIT7 VT EITH)

T—A 8 (Mbyte) |H5EEEM (hrs:min) | EHRIL—T v F (Mbps)
03h:02m

02h : 36m
02h : 46m

Ao O0—REE (s3cmd TNV I 7Y T 7 —hAT#E1F)
T—AE (Mbyte) |BRiXBEM (hrs:min) | EHRIL—Tv b (Mbps)

O5h : 05m



Amazon S3 (US Standard Region, Standard Storage)
JEAE

) [ARY/ARY

® KETHORKEITIX, 7v7TA—K (Write)/ZFH>O—K
(Read) HA+(ZUS RegionZ:ERL=ICL TIEEARAMLER
IL—TYETHoT-

® M&IFEL. BEMELETIFINTLESEEHY

® F|AHENMNZL. Amazon SIDOREST APIZKIZFIZHTIR R
L—DBEEITIE-TULNS

® FRRZMNFIZC—EDEMFBZRAERAER HNDOULVTLS
(RRL—U R E5 GB. 20,000 Get )T Xk, 2,000 Put ')
JITRRN)

® K=ERE. FJLVYMI—FILWT, ABL—MDEEXZ
[+5D T, REFEELTIEEZHNLT 5LND TIXZELVH

= TR.BERIZFIVFEREFEOH—ERREIGTDH,?




I NEEEDREST APIXRL—D
(Amazon S3H HFH L) DFREE
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EXEN T —ERIEHLTLS

ok

Amazon S3HE HH Y DREST APIXL—

zD1:

1) GIORNL—UH—

(2011%

~ X FV/S

F6 AR

LE1g)



WGIOR b L—IH—ER FV/S -

(@][Nlelle]

o (UIJZFNIEBERAR. ERNT—3E2—TER

® KX 1A RDOYR—MIAAREE
® Amazon S3AMDY—JLIE. IIRIDAPHLHRIZEHEEL
9 AH_ETHERIEE (RMBFICYT 7L AL EHZ D)

151])
= Amanda
(H—/\BIDS3 devicez%E :S3 HOSTZZX &)

= s3cmd
(V—RD “x-amz-" NyA —Z"x-iijgio-"[ZEEZTHRZ D)
(Authorization~Ny43 X F 5% AWS = 11JGIO )
(.s3cfg®d hostigEZE 1IIZMIT5)



JGIOR k L—H—E X FV/S
AMANDA T D F| {51

amanda.conf

tapetype S3
tpchanger "chg-rait:{virtualTAPE,amazonS3}“
define changer "virtualTAPE" {

tpchanger "chg-disk:/var/lib/amanda/vtl"
}

define changer "amazonS3" {
device_property "S3_HOST" "gss.iijgio.com"
device_property “S3_ACCESS_KEY” “F Ot AF{x—"
device_property “S3_SECRET_KEY” “—4HLwh¥H—"
device_property "S3_SSL" "YES"
tpchanger “chg-multi:s3:7 \4 v 44 /DailyBackup/slot-{01,02}"
changerfile "s3-statefile"

}

define tapetype S3 {
comment "S3 Bucket"
length 104202112 kbytes
blocksize 10 megabytes

}



I GIOR b L—UH—EX FV/S

{

¥& (G list price)

® 1TBETIX100GBE fir, N LL L IFITBEIDEEHK

® ITBEXTCIXA%EE A @80M/GB (8,000/100GB)
FTNLEIFBREIZEYGBEMMA T IS

@ i X=EIZIFREINGLY

e RiFE HRE,  OEIRIATOZILLVATARE

(200GBZZHI D 151)
B%E&MA: 8,000M x 2 = 16,000M/A
(3TBEZKID 1)
BEEER: (3-1)x50,000 + 10x8,000 = 180,000/ B
(20TBEHID1HI)
BZEEMF: (20-10)x35,000 + (10-5)x40,000
+ (5-1)x50,000 + 10 x 8,000 = 830,000/ 5




I GIOR b L—UH—EX FV/S

a2 —)LEm

@ 10 : Fv/s B2 Y—)L - Mozils Firefox
| J7-0UE) RRE) FRY) MBS TvoR—5(8) YLD NLIH)
Jmm : FV/S BRI MY — )L +

€ -77

1) G10 RAL—SHY—BRFV/S EBIASY—)L 5,

A T BE -

ZyIo—FE ¢ WM ANY

T7ANE 14X BEENA

ZHRE L
fEtosEs [
iﬁt é *L é : lyo.x GB / 100.0 GB




1) GIOR kL—H—E R FV/S
INDA—T R

A= D Amanda Backup Server < [1JGIO
(ElI#R: SINET #L#RDCIZ1GbpsTHE#t)

7v7O—KE N\ I 7V TEITH)

TFT—A8 (Mbyte) |B5ZEEFR (hrs:min) | EHRIL—TF v ; (Mbps)

Ao O0—REE(s3emd TNV I 7Y T 7 —hAT#E1F)
T—AE (Mbyte) |BRiXBEM (hrs:min) | EHRIL—Tv b (Mbps)




IJGIOR FL—Y

LSRN

H—E X FV/S

B4

) [RRY/ARY

@ KETHREITIX, 7v7TO—K (Write) /A A—K
(Read) WEIZEAMWLGZRIL—TYNTHoT=

ZRREITE DL

=

TGN TRENES

FAFORENEEE@IICENICRINS

g —EXRKYUITED
Amazon S3AY—ILEGZED /DN DEHFEYRDIT
SNIELD, APIYTD7LURZERNIERAEH NS

°
°
0 LHNREXLHIHHEIERALIAA. MEHERNLE
°
°

EANEFHEIFZBLTEN
aVHAIRE (ZEVEHE)
http://www.lij.ad.jp/GlO/service/storage/fvs.html

\_‘ 75 GloJ
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—I0TAIV5VD A L= NIFTY

Cloud
FF1 IFIE

@niftycloud

® H—tE XE#(XCloudian

X

NT—%t 53— (RAXRBRAZEND) TER

S0 A MO YR— N E B AEE

® Amazon S3AHDY—ILIE. [RIFFDFEFEK
{51l

= Amanda

(H—/\IDS3 devicez%E :S3 HOSTZZX &)

= s3cmd

(.s3cfgM hostigEZ NIFTYIZ[REIT5)
(“x-amz-" NYEMNZFDNFEFFZSD)
(AuthorizationNy4 £,Amazon S3& @ —)



— T4 R L=

{

¥ (G list price)

® —1£11.55M/GB/A{EH
® Ry —VEREFEHY
(10TB/AETHEH. t#BiE715.75M/GB)
e RiEE.FFKE. OEEIRIA-IREBTHOXZILLVATEE

(15 BZ @ L TER200GBF|ALI-EE)

BA%EEA: 11.55M x 200 =2,310M/A
(1rAZzELTE H#3TB$FIJJ5H L1=15&)

BA%EE M 11.55H x 3 x 1024 = 35,482/~
(1 AZELTE H#onBﬂﬁH L=158&)

BAXEEA: 11.55M x 20 x 1024 = 235,644M/A
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Cloud Storage

Y AP e LA SDK/CLL * ZFIFEAE

quhséy [FzooUR i ot D v axsF
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—ITAT75VOFRA L=
INDA—T R

AR DAmanda Backup Server < NIFTY Cloud (3 H &)
(ElI#R: SINET #L#RDCIZ1GbpsTHE#t)

7v7O—KE N\ I 7V TEITH)

T—A 8 (Mbyte) |H5EEEM (hrs:min) | EHRIL—T v F (Mbps)
10h : 00Om

10h : 01m
09h : 54m

Ao O0—REE(s3emd TNV I 7Y T 7 —hAT#E1F)
T—AE (Mbyte) |BRiXBEM (hrs:min) | EHRIL—Tv b (Mbps)

Olh:16m



JEA

=)
1IN 10N

T4V DR L—D
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® KETODHRIETIE. 7YTA—FHEM T

® GBHEmAE

EDWEFRELDT, FTERELIKLIDE?

® Amazon S3ENHMEMNEF LD T, Amazon S3AMD
“J—JLIXAPI ServerzEF# 2 51T Tt Ei1<
® L oLV YR AT EIBRTELRLD I FE

® 1/IIMLT I EAFEENHESNTLVS
O=TFT14IF9FRL— APl DB A LT MNGET/PUT/DELETE/HEAD)
@ =749 9K AV bA—ILNRIIIZHITHIRTA—SOF AT
[RR:=Z7T7495OFAL—UTERAL TS Y 7R 7 T cloudian D
HEHEEED A EE (36ITBEED2—ILERFTE)
= RARFERICEHRFNNNO> TSR
(ST I - AT FOREBRN— R AESNTODIDIEERNERD)

® EAAEEXEFLLTOELAEE
http://cloud.nifty.com/storage/
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NTT 232=4—>3> X
Cloud™ Object Storage

@Cloudn_NTTCom

® H—E XRE#E (X Cloudian
® EAN/KET—2t3—0ERT
® FXaAMOHYR—MMIBEAREE
® Amazon S3AAMDY—ILIE. (FIZFDFEFEK
151
= Amanda
(H—/\IDS3 devicez%E :S3 HOSTZZX &)

= s3cmd
(“x-amz-" NYEAMNEFDFEFEFEZD)
(Authorization~Ny4 £,Amazon S3&E—)
(.s3cfgM hostgEZ CloudrIZm(T5)



NTT 332 =4—332X Cloud" Object Storage
4% (FE{M list price)

® RYINI0TBXTITA%EE R @9.03M/GB
FTNLEIFBREIZEYGBEMATHAS

® FIA=ICICLE-RKEERE®. BE=CIEXEESINLLY
(HAH-YOFRAZEZ. GEEICEHL-FIBREDEE
[EZx Lz E B DR TE|>1-1E)

® :5KE. OFEIRIATHDZ VAT EE

(17 BZELCTER200GBFIALI-EE)
BA%EEA: 9.03[ x 200 = 1,806M/A
(17 AZ@ELTE H#BTBﬂJFﬁ L=158)
BXEEA: 9.03 x 3x 1024 =27,740M/A
(1rAZzELTE H#onBﬂJ% L=358&)
BAXEEFMA: 9.03M x 10 x 1024 + 8.40M x 10 x 1024
= 178,483M/ 1
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NTT 232 =4—23>X Cloud" Object Storage
INDA—T A

AR M Amanda Backup Server ¢ Cloud"(HZADC)
(ElI#R: SINET #L#RDCIZ1GbpsTHE#t)

7v7O—KE N\ I 7V TEITH)

T—A 8 (Mbyte) |H5EEEM (hrs:min) | EHRIL—T v F (Mbps)
16h : 36m

19h : 46m
18h :42m

A O0—REE (s3emd TNV I TV T 7 —hAT#E1F)
T—A2E (Mbyte) |BRiEREME (hrs:min) | EHRIL—Tv b (Mbps)
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B A8

) [ARY/ARY

® KETHOREETIX, 7vyFTA—K (Write) BNhEYEM-T=

® Amazon S3END B MM F LD T, Amazon S3FHA®D
“— LIXAPI ServeraE=# 2 57- 1+ THEHa E1<

@ HERETIEHAINEGEEDNESTENTELD TEKEE
FRELHPTLY

@ BREZEZIIRY—ILTESL(FELV=WVETH{EZDB)

e FAGTDOBRENHMYIZLLN(LIR—MERLTEEST)

® {M#&IF L

® B AZHELTES

® JLIyhhA—FALY

® \WebARENA CLOUDY M &S24 5% LvAVDNER

® 2013/3AKRETIZRHLIAL &, K34 H5000H 7 #EFl

[ 48 1 B Bx 34 AR
Object StorageZ’:‘l— b7y 7 ﬁilr:l-,:m

http://www.ntt.com/cloudn/ vy n— R
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